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SAZETAK

Graficka djelatnost u svojoj temeljnoj namjeni obavlja
transponiranje informacija. Proces obradbe informacija
zapocinje prijemom informacija, na §to se nadovezuje
njihova priprema za tisak, pa dalje slijedi sam tisak i
konac¢no sve zavrsava finalizacijom obradene informa-
cije. Naravno, da je tijekom ovih ¢etiri koraka informa-
cija, naro¢ito kod nekih tiskovina, ugrozena, pa ju je
potrebno zadtititi. Da bi se utvrdilo stanje zatite infor-
macija u tisku, provedeno je ispitivanje u 96 poduzeca
u Hrvatskoj, s ukupno 498 ispitanika. Anketu je sa-
¢injavao upitnik sa 26 pitanja i 130 varijabli.

Anketa je pokazala stanje ugroza, posebno stanje
zadtite informacija koje se transponiraju u tisku, s mje-
rama u cilju njihova poboljSanja. Rezultati istraZivanja
mogu posluziti kao model za organizaciju zastite u
grafickim poduzecima.
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ABSTRACT

Printing production in its basic purpose expands the
information. The information processing begins with
the information receiving, then the preparation for
printing, then printing itself and finally finishing the
processed information. Of course, during these four
steps, specially some prints are imperilled and have to
be protected. An investigation was performed to
establish the state of information imperilling in printing,
in 96 companies with 498 interviewed persons. The
questionnaire comprised 26 questions and 130 va-
riables.

The poll has shown the state of imperilling, specially
the information protection in printing, with the aim to
improve the protection measures. The investigation
results can be used as the model for organizing the
protection in printing companies.
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1. Uvodne pripomene

Promatra li se organizacija i provodenje zaStite u
grafickoj djelatnosti, lako se ustvrduje da u od-
nosu na neke druge proizvodne i usluzne dje-
latnosti nema bitnih razlika, osim nekih posebnih
zadtita koje su specificne za svaku djelatnost. U
grafickoj djelatnosti zaStita informacija postaje
klju¢nim pojmom za sva podrucja koje se bave
bilo kojim aspektom simbolicke komunikacije [1].

U posljednjih tridesetak godina u svijetu se istra-
Zivala mogucnost zatite tiskovnih informacija.
Prvo se zapocelo sa zastitom papira kao nosiocem
olisnutih informacija, koridtene su posebne boje,
zadtitne tehnike tiska i sl., dok su danas vrlo dje-
lotvorne OVD-metode ([2], 1j. opticki promjenjiva
zastita dokumenta [3].

Sustavno istraZivanje problematike ugroZavanja
informacije u Hrvatskoj nije dovoljno izvodeno.
Pretezito su provadana tehnoloska istrazivanja u
pojedinim segmentima grafi¢ke proizvodnje. Tako
je istrazivan proces izrade zagticenih papira [4] te
izrada dokumenata (vrijednosnica, novaca, mara-
ka) [5] sigurnosnim tiskom. Primjena racunala
omogucila je istrazivanje zastite informacija na
vrijednosnim i ostalim dokumentima [6, 7].

2. Zastita informacija od ugrozavanja
u grafickoj djelatnosti

U samom procesu transponiranja informacija valja
je zadtititi od ugrozenosti tijekom njene obradbe.
Danadnji razvoj graficke tehnologije omogucuje
da se izgrade takvi zastitni sustavi. Narocitu po-
zornost treba posvetiti posebnim grafickim pro-
izvodima, kao $to su novcanice, vrijednosnice,
marke i sl., jer su upravo to proizvodi koji ne-
izravno predstavljaju veliku materijalnu dobit.

Svaka informacija prolazi stanovitim tijekom od
svog izvorista do krajnjeg korisnika. To je vidljivo
u slijedecim koracima [1]:

1 - prikupljanje podataka,

2 - oblikovanje informacija,

3 - prenosenje informacija raznim
sredstvima komuniciranja,

4 - pohrana informacija,

5 - diseminacija informacija,

6 - utjecaj korisnika.

1. Introduction

When observing the organization and realization
of the protection in the printing production, one
can say that there are no essential differences in it,
in comparison with other production and service
activities, except some specfic protection for each
activity. In printing production the information
protection becomes the key sense for all the fields,
dealing with any aspect of symbolic commu-
nication [1].

In recent years the possibility of printing infor-
mation protection has been researched. It started
first with the protection of paper as the carrier of
printed information. Special inks, protection prin-
ting techniques and similar were used, while OVD
methods have been very effective today [2], i. e.
the optically variable protection of documents [3].

Systematic research of the information imperilling
in Croatia has not been preformed enough. Tech-
nological researches in some segments of printing
production have prevailed. The production pro-
cess of protected papers [4], the production of do-
cuments (securities, money, stamps) [5] in security
printing has been investigated. The usage of com-
puters enabled the investigation of information
protection of securities and other documents [6,7].

2. Information protection from imperilling
in printing production

In transponding the information, it should be pro-
tected. The development of the printing techno-
logy today enables the developmentof such pro-
tection systems. Special care has to be paid to the
particular printing products such as banknotes,
securities, stamps, because these are the products
which indirectly present great profit.

Each piece of information passes a certain way
from its source to the end users. It can be seen
through the following steps [1]:

1 - data collecting

2 - information forming

3 - information transfer through
various means of communications

4 - information storage

5 - information dissemination

6 - influence of the user
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Za sadrzaj ovog rada najzanimljiviji je drugi korak
tijeka informacija koji se odnosi na oblikovanje
informacija raznim grafi¢ckim tehnoloskim meto-
dama i postupcima.

Istrazivanja stanja zastite informacija tijekom nji-
hova transponiranja u procesu graficke reproduk-
cije izvedena su empirijskom metodom, tj. lan-
siranjem ankete. Rezultati ¢e pojasniti neke di-
menzije ugrozavanja i zastite informacija u grafic-
koj djelatnosti Hrvatske.

3. Istrazivanje

Zbog propulzivnosti graficke djelatnosti, kao jed-
ne od industrijskih grana, istraZivanje je obuhva-
ceno razdobljem od pet godina (1991. - 1995.).
Time se htjelo, zbog neprekidne ekspanzije struc-
nih i znanstvenih spoznaja u tom podrucju, dobiti
pregled podataka stanju zastite informacija u nji-
hovom transponiranju u grafickoj djelatnosti. Istra-
Zivanja su bila rasporedena po grafickim podu-
zedima Hrvatske. Kao metoda prikupljanja poda-
taka koristena anketa.

Prije definiranja anketnog upitnika sprovedeno je
pilot istrazivanje (samo na podru¢ju Zagreba) na
40 osoba koje su bile zaposlene u svim seg-
mentima proizvodnog procesa graficke djelatnosti.

3.1 Anketa

Na temelju pilot istraZivanja sastavljen je upitnik
za anketu. Pri tome se vodilo se racuna da bude
sveobuhvatan, ali i dovoljno kratak, kako njegovo
ispunjavanje ne bi zahtijevalo suviSe vremena, 5to
bi moglo ili otezati provodenje istraZivanja ili
negativno utjecati na spremnost ispitanika za
potpun odgovor [8]. Upitnik je sadrzavao 26 pita-
nja sa 130 varijabli, a sve je bilo obuhvaceno u
Sest skupina podataka [9].

1. Opci podaci o ispitanicima (dob, obrazova-
nje, radno mjesto i radno iskustvo - 6 pitanja),

2. Opci podaci o poduzecu (veli¢ina i vrsta gra-
fiekih usluga - 2 pitanja),

3. Opcenito o zadtiti u poduzecu (potreba za-
stite, odgovornost sprovodenja, moguca ugro-
zavanja - 5 pitanja),

4, Odgovornost za propuste i kazne (3 pitanja)

5. UgroZavanje i zastita informacija tijekom trans-
poniranja i odredbe (mjesta najveceg ugroza-

The second step of the information flow which
refers to the information forming by different
printing technological methods and processes is
the most interesting one for this work.

The investigations of the information protection
during their processing by graphic reproduction
have been performed by means of an empirical
study, i.e. launching the poll. The results will ex-
plain some dimensions in information imperilling
and protection in the printing industry in Croatia.

3. Investigations

Because of the advancing of printing production,
as one of the industrial branches, the investiga-
tions comprised the five year period (1991 - 1995).
Because of the continuous expansion of the sci-
entific and professional cognition in this field, the
intention was to achieve the data on the state and
protection of information in their processing in
printing production. The investigations were distri-
buted among printing companies in Croatia. Data
were collected by the method of poll.

Before determining the questionnaire the pilot in-
vesligation was performed (in the area of Zagreb
only) with 40 persons that were employed in all
segments of the printing production process.

3.1 The poll

A questionnaire for the poll was composed upon
the pilot investigation. The poll had to be comple-
te, but short enough, so that answering would not
take too much time, which could make the inves-
tigations difficult or make the negative influence
on the readiness of the examinees to answer com-
pletely [8]. The poll contained 26 questions with
130 variables that were grouped in six groups [9].

1. General data about examinees (age, educalion,
working place and experience - 6 guestions)

2. General data about companies (size, kind of
graphic services - 2 questions)

3. Generally, about the company protection (pro-
tection necessity, responsibility of performing
it, possible imperilling - 5 questions).

4. Responsibility for negligence and punishments
(3 questions)

5. Information imperilling and protection during
expanding and processing (places of greatest
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vanja informacija, vrste ugrozavanja, uzroci,
prijedlozi za povecanje sigurnosti, utjecaj no-
vih tehnologija na sigurnost transponiranja in-
formacija - 6 pitanja),

6. Stavovi djelatnika o zastiti i osposobljavanju
za zastitu informacija (potreba za osposoblja-
vanjem, usporedba stanja zastite u Hrvatskoj i
izvan nje - 4 pitanja).

Anketom je obuhvaceno 498 ispitanika iz 96 po-
duzeca. Obrada rezultata je provedena u Sveuci-
liSnom racunskom centru u Zagrebu, a ukljucila je
postotnu analizu, testiranje znacajnosti razlika me-
du varijablama i utvrdivanje stupnja povezanosti
pomocu koeficijenta kontingencije i korelacije.

4. Rezultati istraZivanja i ras¢lamba

4.1 Ispitanici

Skup ispitanika kojih je bilo 498, sacinjavao je
uzorak. U njemu su sa 69% prevladavali ispitanici
stari izmedu 30 i 50 godina. Pretezti broj anketira-
nih, ¢ak njih 85% imalo je vise od 10 godina
radnog iskustva u grafickoj proizvodnji. Znac¢ajna
povezanost uoc¢ava se izmedu godina Zivota i du-
zine radnog staza (Hi kvadrat = 182.16, p =.000,
C =.518), §to pokazuje da je vecina radnika svoj
radni vijek provela u grafickoj djelatnosti. Najveci
dio ispitanika, njih 69% bili su zaposleni u nepo-
srednoj proizvodnji, dok je 13% pripadalo upravi,
administraciji 10% te ostali 10% (skladiste, trans-
port, ¢uvarska sluzba, ¢istacice). Zanimljivo je pri-
pomenuti da medu ispitanicima, 32% ima ruko-
vodnu funkciju, od kojih su 14% direktori.

Ispitanici obuhvaceni ovim istraZivanjem srednje
su Zivotne dobi, pretezito srednje stru¢ne spreme s
dovoljno stru¢nog znanja i radnog iskustva u gra-
fickim poduzecima. Takva struktura ne predstavlja
moZda u potpunosti cjelokupnu populaciju gra-
fickih djelatnika, ali omogucuje stru¢ne i kompe-
tentne odgovore u svezi zastite.

4.2 Poduzeca

IstraZzivanja obuhvacenih poduzeca bila su usmje-
rena na dva opca podatka: veli¢ina poduzeca is-
kazana brojem zaposlenika i vrste djelatnosti ko-
jima se poduzece bavi.

Podaci pokazuju da su obuhvacena poduzeca raz-
licitih velicina, ali ih je najvide s manje od sto za-

information imperilling, types and causes of im-
perilling, suggestions for security increasing,
influence of the new technologies on informa-
tion security - 6 questions).

6. The attitudes of the employees on the protec-
tion and education for information protection
(need for education, comparison of the protec-
tion state in and outside Croatia - 4 questions).

The poll comprised 498 examinees from 96 com-
panies. The processing of the results was done at
the University Computer Centre in Zagreb inclu-
ded percent analysis, testing the significance of
the differences between variables and estimating
the degree of connection by contingency and cor-
relation coefficients.

4. Investigation results and their analysis
4.1 Examinees

The sample was a group of persons, containing 498
workers. 69% of them were between 30 and 50
years of age. The greatest majority 85% had 10 years
of working experience in the printing production.
There is the important connection between the age
and working experience (Hi square = 182.16,
p=.000, C=.518), which shows that the majority of
the workers spent their life working in the printing
industry. The greatest part of them, 69% worked
in the direct production, 13% worked in manage-
ment, 10% in administration and the rest of 10%
(storage, transport, guards, cleaners). It is interesting
to mention that 32% of the examinees were on
leading functions, 14% of which were managers.

The workers in the printing industry, who were
examined in this investigation were mostly middle
aged people, with the secondary school education
and enough knowledge and working experience
in the printing companies. Such structure does not
represent the whole population of the graphic
workers, but enables professional and competent
answers in related with the protection.

4.2 Companies

The investigations of the companies involved, were
directed on two general data: the size of the com-
pany by the number of employees and the kinds
of services performed in the company.

The data in the poll show that the examined com-
panies were of various sizes, but the greatest num-
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poslenih (56%). Petina zaposlenih radi u velikim
poduzecima s preko tristo zaposlenih. Pokazala se
da s porastom velicine poduzeca raste i prosjecna
razina obrazovanja radnika te su vise zastupljeni
djelatnici s viSom i visokom spremom.

U poduzecima polovice anketiranih najcesce se
izvodi tisak prospekata, plakata, zatim razlicitih
obrazaca i sli¢nih sitnijih poslova. Trecina ispita-
nih osoba radi u poduzecima koja tiskaju knjige i
¢asopise, dok je jedna petina njih u novinskim tis-
karama.

4.3 Opcenito o zastiti u poduzecu

Preko 90% anketiranih drzi da su neki vidovi za3-
tite potrebni u poduzecu. Midljenje 9% ispitanika
jest da zagtita uopce nije potrebna, osim fizicko-
tehnicke zastite objekata i prostora te zadtite od
pozara koje preko 60% ispitanika smatra nuZnim.
Dalje slijedi miljenje 27% ispitanika da je po-
trebna zastita od elementarnih nepogoda, za zas-
titu na radu izjasnilo se 28%, dok njih 25% drZi
da je potrebna tehnoloska zastita procesa rada. Za
zastitu poslovnih, vojnih ili drzavnih tajni opredi-
jelilo se 13% anketiranih.

4.4 Odgovornost i kazne za propuste

Osposobljeni ljudi, dobro motivirani, zainteresi-
rani za rad i kona¢ne rezultate, dobra organizacija
rada i suvremena lehnologija nesumnjivo pri-
donose uvjetima za siguran rad u kojemu nece biti
ugrozavanja ljudi niti materijalnih dobara. Svi ovi
¢imbenici u funkciji su sprijecavanja nezgoda,
Steta, medutim, ukoliko do njih dode, krivce se
obi¢no poziva na odgovornost.

Anketa pokazauje da velik broj ispitanika, njih
60% smatra je netko odgovoran za propuste. No
to ne znad¢i da su u svim postojecim ugrozavanji-
ma pocinitelji pozvani na odgovornost. Znatno je
vige zabrinjavajuce, da u poduzecima u kojima
rade, 27% radnika uopce nije pozvano na od-
govornost. Podaci pokazuju da su se nezgode i
Stete dogadale u svim poduzecima, a u 40% slu-
¢ajeva nitko nije odgovarao.

Uoceno je, da je najcesci oblik kaZnjavanja poci-
nitelja Steta pozivanje na disciplinsku odgovornost
(izjavljuje 40% anketiranih), dok su najcesce po-
duzete mjere bile novéano nadoknadivanje prou-
zrocene stete (32%), odnosno samo opomena
(30%). Udaljavanje s posla, kao kaznu uocilo
je16% anketiranih, a premjestaj na drugo radno

ber of them were with less than 100 employees
(56%). One fifth of the employed work in big com-
panies with over 300 employees. The data analy-
sis show that the average educational level beco-
mes higher with the size of the company, and there
are more workers with high and higher education.

In the companies, half of the examinees printed
prospects, posters, various forms and similar small
jobs. One third of the people worked in the com-
panies which printed books and magazines, while
one fifth worked in the newspaper printing houses.

4.3 Generally about the protection in companies

Over 90 % of the examinees think that some kinds
of protection are necessary in the company. The
opinion of 9% is that the protection is not neces-
sary at all, except the physical-technical protecti-
on of buildings and space; 60 % of the examinees
think the fire protection is necessary. Further on,
27% of them think that the protection from natural
disasters is necessary, 28% think the protection on
work is necessary and 25% have the opinion about
the necessities of the technological protection of
the working process. 13% think that the business,
military and state secrets should be protected.

4.4 Responsibility and penalties for the damages

The qualified staff, good motivation, interest in work
and final results, good work organization and con-
temporary technology inevitably contribute to the
conditions for secure work in which there will be
neither people nor goods imperilling. All these fac-
tors prevent the accidents and damages, but if they
happen, the guilty persons are responsible for them.

The poll showed that great number of examinees,
60% of them declared that somebody carries the res-
ponsibility for the negligence. But it does not mean
that the committers are called to account in all the
existing cases. It is more disturbing that 27% of the
workers have not been called to account in their
companies. The data show that the accidents and
damages happened in all companies and in 40%
of the cases nobody was called to account.

It has been noticed that the most often form of pu-
nishment of the damage committers is the under-
taking the disciplinary action (statement of 40% of
the examinees), the most often undertaken measu-
res are payments of the caused damages (32%) i.e.
only warning (30%). Dismissing from work as a pu-
nishment was noticed by 16% of the examinees and
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mjesto iskazalo je njih 18%. Nadalje, usporedba
kaZnjavanja pocinitelja u odnosu na veli¢inu po-
duzeca pokazuje zakljucak: §to je vece poduzece,
¢esce se poduzimaju mjere kaznjavanja. No, tako-
der se uocava, da je poduzimanje svake pojedine
kaznene mjere dva do tri i pol puta rijede u malim
nego u velikim i srednjim poduzecima.

4.5 Ugrozavanje i zaslila informacija

Peti je dio upitnika najbitniji. On se odnosio na
zastitu informacija tijekom transponiranja i obra-
de. Dao je prosudbe i ocjene ispitanika o moguc-
nostima ugroZavanja informacija u podruc¢ju nji-
hova rada i radne odgovornosti.

4.5.1. Mogucnost ugrozavanja informacija

Da li moze doci do ugrozavanja informacija? Na
to pitanje odgovorilo je 33% anketiranih da nidta
ne zna o toj mogucnosti, dok je daljnjih 26%
drzalo da do ugroZavanja informacija uopce ne
moze doci. [pak ih je 10% odgovorilo da cesto
moze doci do ugrozavanja informacija. Preostalih
31% je tvrdilo da do toga moze doci tek ponekad.
Ovi su odgovori prili¢no logi¢ni, ako se uzme u
obzir da ispitanici rade u razli¢itim dijelovima
radnog procesa.

Odnos izmedu rukovodne funkcije i misljenja o
mogucnosti ugrozavanja informacija u okviru rad-
nog mijesta je dosta interesantan. Statisticka se
znacajnost potvrduje parametrima: Hi kvadrat =
44.63, p = .000, C = .287. Rukovodni radnici
¢esce su u situacijama ili obavljaju takve poslove
u kojima se mogu ugroziti informacije. Tu su
najbrojniji direktori, kojih je dvostruko vie nego
rukovoditelja nizeg ranga. Ipak je zabrinjavajuce,
da cak 14% direktora uopce ne zna moze li na
njihovom radnom mijestu ili u podrucju odgovor-
nosti, a to je zapravo cijelo poduzece, doci do
ugrozavanja informacija.

Zaposlenici u poduzecima sa graficke usluge raz-
licite sloZzenosti, u raznom postotku daju pojedine
odgovore o mogucnosti ugrozavanja informacija u
njihovoj uZoj radnoj okolini (tablica 1). Iz odgo-
vora ispitanika navedenih u tablici 1 mogucnost
ugroZavanja informacija to je veca, 3to je slo-
zenija usluga i kompliciraniji tehnoloski postupak
izrade. lzuzetak su poduzeca koja tiskaju doku-
menle, gdje polovica radnika obavlja poslove u
kojima mogu biti ugroZzene informacije, dok pre-
ostala polovica radi na mjestima gdje takve opas-
nosti nema.

the removal to another place was noticed by 18%.
The punishment comparison of the committers in
relation to the size of the company gives the con-
clusion: the greater the company is the more often
the punishment is undertaken. It is also noticed that
undertaking of each single punishment is 2 to 3,5
rarer than in big and mid-size companies.

4.5 Information imperilling and protection

The fifth and the most important part of the question-
naire refers to the information protection during ex-
panding and processing. It gave estimation of exa-
minees on possibilities of information imperilling
in the domain of their activities and responsibility.

4.5.1. Possibilities of information imperilling

Can the information be imperilled? This question
was answered by 33% of the examinees claiming
that they did not know anything about such pos-
sibility, 26% did not think there was any possibi-
lity of that. Only 10% answered that there were
very often possibilities of information imperilling.
The rest of 31% claimed that it can happen some-
times. These answers are pretty logical ones if one
takes into consideration that the examinees work
in various phases of the printing process.

The relation between the leading position and the
idea of the possibility of information imperilling on
the working place is rather interesting. The statis-
tical significance is confirmed by the parameters
Hi square=44.63, p=.000 and C=.287. Workers
on leading positions are often in such situations or
do such jobs which can imperil information. The
majority of them are managers. Their number is
double in comparison with those of lower rank.
But the problem is, that even 14% of managers do
not know at all if the information can be imperil-
led on their working place or in the area of their
responsibility, which is in fact the whole company.

The employees in the companies providing servi-
ces of various complexity, give some answers
about the possibilities of information imperilling in
their nearer working area (table 1). According to
the answers of examinees in table 1, the pos-
sibility of information imperilling is greater if the
services are more complex and technological pro-
cess is more complicated. The exceptions are com-
panies, printing documents, where ane half of the
workers do the jobs where information can be
imperilled while the second half work on places
where there is no such danger.
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Tablica 1 - UgroZavanje informacija u poduzecima koja daju razlicite usluge
(% w odnosu na sveukupni broj od 498 ispitanika)

Table I - information on imperilling in companies performing various services
(% in relation to total number of 498 examinees)

PODRUCJE TISKA MOGUCE NE ZNAM NIJE MOGUCE p

AREA OF PRINTING POSSIBLE DON'T KNOW NOT POSSIBLE
1. Prospekti Folders 37.23 35.08 27.68 .002
2. Iskaznice ID cards 34.41 37.91 30.69 .000
3. Obrasci Forms 43.36 32.04 24.60 -
4. Novine Newspapers 64.95 16.49 8.56 .000
5. Knjige Books 59.14 23.78 17.07 .000
6. Vrijednosnice Valuables 79.07 9.30 11.63 .000
7. Dokumenti Documents 50.00 - 50.00 .020
8. Novcanice Banknotes 72.22 16.67 1 .000

Ovi rezultati ankete pokazuju da na svim radnim
mjestima informacije nisu jednako izlozene mo-
gucim ugrozavanjima. Zbog toga je potrebno usta-
noviti u kojim je dijelovima grafickog proizvod-
nog procesa ta opasnost najveca. Misljenje is-
pitanika bilo je, da su informacije najizloZenije
ugroZavanju pri transponiranju i grafickoj primjeni
(48% do 55%). Zatim slijedi korektura, revizija i
prijepis tekstova s oko 20%, dok je u tisku, doradi
i skladidtenju takva mogucnost manja. No, u cje-
lini gledano, odgovori su djelomice odredeni is-
kustvom samih zaposlenika.

4.5.2. Stvarna ugroZavanja informacija

Od ispitanika je zatrazeno da odgovore koje su se
stvarne promjene informacija dogodile i u kojem
procesu rada, kako bi se dobili $to je moguce
precizniji podaci. Naime, pri radu s tekstom,
tijekom graficke obradbe i transponiranja moze
doci do izmjene dijelova teksta, ¢ime moZe hiti
promijenjen njegov smisao, a to moze doci i bez
znanja autora. Nadalje, do promijene samog
teksta moze doci pojedinim grafickim postupcima
(isticanjem dijelova teksta, naslovima, podnaslovi-
ma ili samim nacinom slaganja teksta, velicinom
pisma i sl.). Sve to moZe promijeniti smisao infor-
macije ili usmjeriti pozornost ¢itatelja na neke od-
redene, mozda manje vazne detalje.

Anketa je pokazala da se najce3ce promjene koje
dovode do ugrozavanja informacija dogadaju u
tisku i doradi. Vise od 70% ispitanika navodi da
zamjene redova u tekstu, zamjena stranica ili po-
greske u uvezu, zapravo predstavljaju ugroZene
informacije. Slijede neodgovarajuce fotografije,
fotomontaZe, pogreni nazivi fotografija i drugih
slikovnih materijala (29% ispitanika). Dalje slijedi
ugrozavanje informacija promjenom smisla u gra-

From the present results of the poll it can be seen,
that the information were not equally exposed to
possible imperilling on all working places. Becau-
se of that, it was necessary to estimale those parts
of the printing process where this danger was the
greatest, The opinion of the examined workers
shows, that information are mostly exposed to impe-
rilling in transport and prepress (48-55%). On the
next place there is the area of correcling, revie-
wing and input of texts, about 20%, while in prin-
ting and finishing, such possibilities are very little.

4.5.2 Real information imperilling

To achieve the most precise data about the real
imperilling of information in printing firms which
happened, the examinees were asked to answer
which real information changes occurred and in
which part of the process they happened. Working
with text during printing process and its transpo-
sition some parts of the text can be changed, which
could change the sense; and it could occur without
the knowledge of the author. The text itself can be
changed in particular by printing processes (stres-
sing the parts of the text, titles, subtitles, the way
of composing or the fonts size etc.). All that can
change the idea of information or can direct the
attention to some definite perhaps unimportant parts.

The poll showed that the most frequent changes,
which lead to the imperilling of information, hap-
pen in printing and in finishing processes. Changes
of line in text, mixing pages or mistakes in binding
were quoted by more than 70% of examinees.
Following are inadequate photos, photomontages,
wrong titling of photos and other materials, which
occured in companies with 29% of examinees.
Further information imperilling happened because
of changed sense caused by processing (18%) and
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Tablica 2 - Stvarna ugroZenost u odnosu na djelatnost poduzeca,
jzrazeno u % na sveukupni broj od 498 ispitanika.

Table 2 - Real imperilling in relation to the activities of companies,
expressed in % of total number of 498 examinees

o 8
E 9| -5 o g g % @ % ‘% < % 2
| Sc o|8sZ8| 568|222 |32¢8¢8
Diglainget - TioAK Bz |2p %8| 055282853
Activity - PRINTING sEf5 |56 | b |@EZ|BEQ
1. Prospekti Folders 5.71 16.67 30.71 72.62 14.52
2. Iskaznice ID cards 6.47 12.23 31.65 80.22 13.67
3. Obrasci Forms 5.16 18.39 30.00 75.16 13.23
4. Novine Newspapers 4.08 19.39 30.61 62.24 17.35
5. Knjige Books 4.24 15.76 34.55 64.24 13.94
6. Vrijednosnice Valuables 6.82 15.91 29.55 70.45 13.64
7. Dokumenti Documents 8.33 - 8.33 58.33 41.67
8. Novcanice Banknotes 5.26 15.79 15.79 73.68 26.32

fickim postupcima (18%) te promjenom tehno-
loskih standarda i rjeSenja (15%). Najrijede se
dogadaju promjene samog teksta, 3to je navelo
svega 5% anketiranih. Odnos izmedu vrste djelat-
nosti poduzeca i vrste ugrozavanja informacija,
zbog svoje sloZenosti prikazan je u tablici 2.
Tamo gdje se tiskaju dokumenti, novéanice i sl,
najocitije su ucestalosti zloporabe tehnic¢kih i
tehnoloskih rjedenja. Kod toga ne dolazi znacajno
do grafickih izmjena teksta.

4.5.3 Uzroci ugrozavanja informacija

U tablici 3. nalaze se odgovori na pitanja koji
uzroci dovode do ugrozavanja informacija. Vidi
se, Sto je misljenje vecine anketiranih, da su
nepaznja i nemar glavni uzroci. Drugi razlog je
kratkoc¢a rokova unutar kojih mora posao biti
obavljen, sto navodi natpolovi¢na vecina. Nepo-
zivanje izvriitelja na odgovornost daljnji je razlog
ugrozavanja, dok se nepostojanje kontrole navodi
kao cest uzrok. Nadalje, cetvrtina ispitanika drzi
da se informacije namjerno ugroZavaju iz logih
pobuda pocinitelja. Dalje je uo¢eno da se poras-
lom razine obrazovanja smanjuje broj anketiranih
koji drze da se u njihovim poduzecima namjerno
mijenjaju informacije.

Ovdje su spomenuti tek neki od brojnih uzroka
ugrozavanja informacija u grafickoj djelatnosti.
Takvom stanju upravo pogoduje nepoznavanje
zastite od ugroZavanja, §to se ocituje niskom zas-
titnom kulturom i niskom osposobljenoicu radni-
ka i rukovoditelja, ali i nepaznja i nemar u obav-
ljanju radnih zadaca. Bez obzira na zakonske od

changes in technological standards and solutions
(15%). The most unusual were the changes of the
text itself, which was quoted by 5% of examinees.
Because of its complexity, the relation between
the type of company activities and the kind of in-
formation imperilling is shown in table 2. The
most obvious are frequencies of misuse of
technical and technological solutions in printing
documents, banknotes etc. The graphic changes of
the text do not appear here.

4.5.3 The causes of the information imperilling

In table 3 the answer can be found to the ques-
tions which are the causes leading to the informa-
tion imperilling. It is seen that the majority of the
examinees think the negligence and carelessness
to be the main causes of imperilling. The second
cause are short terms for performing the jobs,
which was quoted by more than half of examinees.
The further cause of imperilling is not calling the
workers to account and nonexisting control is also
very often the reason of imperilling. Further, it is
noticed that with the higher education level the
number of examinees decreases, who think that
the information in their company has been chan-
ged deliberately,

Among various ways of information imperilling in
the printing industry only few have been mentio-
ned in this analysis. This state is caused by the igno-
rance about the prolection of imperilling which
can be seen in low protection and qualification of
workers and managers, but also carelessness and
negligence in performing the working tasks. The lack
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Tablica 3 - Uzroci ugroZavanja informacija (% na ukupni broj od 498 ispitanika)

Table 3 - Causes of information imperilling (% regarding the total number of 498 examinees)

UzROK CAUSE f %

1. NepaZnja i nemar Inattention and negligence 356 71.49
2. Kratkoc¢a rokova Short terms 268 57.83
3. Losa namjera Malintentions 127 25.50
4. Nepoznavanje metoda zastite Ignorance of protection methods 95 19.08
5. Nepoduzimanje predvidene zadtite ~Nonexcercising of planned measures 51 10.24
6. Neorganizirana zastita Nonorganized protection 67 13.45
7. Nepostojanje kontrole Nonegsting control 112 22.49
8. Nepozivanje na odgovornost Nonasking for responsibility 139 27.91
9. Neki drugi uzrok Some other reasons 4 0.80

redbe i propise ne poduzimaju se odgovarajuce
mjere u zastiti informacija. Tome pridonosi i libe-
ralni odnos prema pociniteljima ugrozavanja. Nai-
me, rijetko se pozivaju na odgovornost, $to pogo-
duje ponavljanju istog dogadaja. Nepostojanje od-
govarajuceg zastitnog kontrolnog djelovanja u gra-
fickim tvrtkama dovodi do ugroZavanja informa-
cija, a zadtita postoji samo kao formalna obveza.

4.5.4 Zadtita informacija i mjere
za poboljsanje zastite

Veé sami podaci o vrstama ugroZavanja informa-
cija u grafickoj djelatnosti i naj¢es$cim uzrocima
upucuju i na zadtitu koju bi trebalo poduzeti. Dvi-
je su moguce vrste zastite informacija: preventiva i
kurativa.

Preventiva pokuSava stvoriti uvjete u kojima
informacije nece biti ugrozavane. To ukljucuje
stru¢njake osposobljene za rad, ali i za zadtitu
tijekom cijelog radnog procesa, dobro motivirane
i zadovoljne ljude. Nadalje, nuzna je dobra orga-
nizacija rada koja podrazumijeva podjednako
opterecenje radnog vremena, kako bi se izbjegla
prekovremenost rada, $to bi moglo dovesti do
nervoze, nepotrebnog premora radnika, a time i
do pogresaka u radu.

Kurativni na¢in zadtite odnosi se na uklanjanje
posljedica 3teta koje su nastale i sprecavanje
novih. U to se moze ubrojiti nadziranje radnika i
kaznjavanje prekréiteljey‘

|z analize uzrocka ugrozavanja uoc¢ava se, da su
anketirani pored nepaZnje i nemara upucivali i na
lodu organizaciju rada, na probleme u organizaciji
zadtite, na nepoznavanje i nepridrzavanje zastit-
nih mjera te na nepostojanje kontrole odgovor-
nosti za poc¢injena djela

of organization of protection must not be forgot-
ten here. Without regard to all law and regulations,
the corresponding measures have not been under-
taken. The liberal attitude towards the actors of
information imperilling contribute to that. They are
rarely responsible, which causes the repetition of
the same deeds. Lack of cor-responding control in
printing companies leads to information imperil-
ling and the protection is only a formal obligation.

4.5.4 Information protection and
measures for protection improvement

The data on kinds of information imperilling in
printing production and the most frequent causes
show what kind of protection should be under-
taken. There are two possible methods of infor-
mation protection: prevention and curation.

The preventive one tries to form the conditions in
which the information will not be imperilled. It
includes the specialists capable to work and pro-
tect the information during the whole production
process, who have to be highly motivated and sa-
tisfied persons. Further on, good organization of
work is necessary, including equal distribution of
time, to avoid overtime hours, which could lead
to nervousness, needless exhaustion of people
and, of course to mistakes in work.

The curative way of protection refers to removing
the consequences of harms committed and preve-
nting the new harms. The control of workers and
punishing the trespassers can be counted into it.

From the analysis of the quoted cause of imperil-
ling it can be seen, that the examinees, besides the
negligence and carelessness pointed at bad organi-
zation of work, problems in the organization of
protection, ignorance and failure to adhere to the
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Tablica 4 - Mjere za poboljsanje zastite informacija
(% w1 odnosu na dobiveni broj odgovora koje je dalo 234 anketiranih)

Table 4 - Measures for improving the information protection
(% in relation of the obtained number of answers given by 234 examinees)

PREDLOZENE MJERE SUGGESTED MEASURES f Yo

1. Veca disciplina Better discipline 39 16.67
2. Bolja kontrola Better control 57 24.36
3. Veca placa Higher Wages 12 5.13
4., Bolji uvjeti rada Better working conditions 7 2.99
5. Osposobljavanje za zastitu Qualifying for protection 18 7.69
6. Kompjutorizacija rada Computerization of work 10 4.27
7. Bolja organizacija rada Better work organization 52 22.22
8. Kazne, nagrade, odgovornost  Punishments, rewards, responsibility 39 16.67

U tablici 4 pokazano je misljenje ispitanika o mje-
rama za poboljsanje zastite informacija. No iz do-
bivenih podataka se vidi, da ispitanici koji su dali
odgovore na ovo pitanje nemaju jedinstvena mi-
Sljenja o nacinu zastite informacija i mjerama koje
bi trebalo u tome poduzeti. Najveci broj ispitanika
misljenja ju da bi trebalo poboljsati kontrolu te
poboljsati organizaciju rada. Ostala dva odgovora
odnose se na disciplinu i na poduzimanje odgova-
rajucih disciplinskih mjera.

Sama dob anketiranih nije znaajno povezana s
gornjim misljenjem, no duzina radno staZa jeste
(Hi kvadrat = 23.035, p = .000, C = .327). Uocava
se, da u djelotvornosti stroZe discipline, poboljsa-
ne organizacije rada i uvodenja rac¢unala vjeruju
djelatnici s krac¢im radnim stazom (do 10 godina).
Osposobljavanje ljudi za zastitu te kaZnjavanije i
nagradivanje ceice preporu¢uju radnici s duzim
stazom (preko 10 godina) u grafickoj djelatnosti.
Mijere koje su u svojim odgovorima dali anketirani
za pobolj$anje zadtite informacija u odnosu na
djelatnost pokazuju se u tablici 5.

Odnos izmedu djelatnosti poduzeca i ucestalosti
predlaganja pojedinih mjera za povecanje zastite
informacija ne pokazuje statisticku znac¢ajnost. U
tablici 5 vide se neke manje razlike u odgovorima.
Razmjerno mali broj anketiranih, prosjecno svega
njih oko 6% (tablica 5) izjasnilo se za korist od
uvodenja kompjutorizacije rada u funkciji poveca-
nja zaslite informacija.

Na pitanje, da li racunala smanjuju ili povecavaju
ugrozavanje informacija, 54% ispitanika, od njih
498 iskazalo se za smanjenje ugroZavanja. Nesto
preko cetvrtine ili to¢nije 27% drZi da uporaba ra-
¢unala povecava ugroZavanje informacija. Preos-
talih 19% misljenja su, da ra¢unala nemaju utje-
caja na ugroZavanje informacija.

protection measures and at non-existing control
and responsibility for performed deeds.

Table 4 shows the opinion of examinees about the
measures of improving the information protection.
The examinees have not got unique opinion about
the ways of information protection and measures
which should be undertaken. The greatest number
of examinees think that control and work organi-
zation should be improved. The last two answers
refer to discipline and to disciplinary measures.

The age of the examinees is not significantly com-
bined with these opinions and it does not influen-
ce them. But the length of working experience is
(Hi square = 23.035, p= .000, C=. 327). Workers
with shorter working experience (up to 10 years) be-
lieve in efficiency of the strict discipline, improving
the work organization and introducing computers.
Workers with longer experience (more than 10
years) recommend the training for protection as well
as punishments and rewards. Measures suggested
by the examinees for information protection in rela-
tion to the company activity, are given in table 5.

The relation between the activities of companies
and frequency of suggesting particular measures
for increasing information protection does not
show statistic significance. Some smaller differen-
ces in answers can be seen in table 6. Comparati-
vely smaller number of examinees, approximately
only 4% of them (table 5) asked for introducing
computers to increase information protection.

Answering if the computers decrease or increase
information imperilling, 54% of 498 examinees said
that they decrease it. More than one quarter, or 27%
think that the use of computers increases infor-
mation imperilling. The rest of 19% think that com-
puters don’t influence information imperilling at all.
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Tablica 5 - Mjere za poboljsanje zastite informacifa u odnosu n a dielatnost poduzeca

(% u odnosu na dobiveni broj koje je dalo 234 ispitanika)

Table 5 - Measures for information protection in relation to the activity of the firm
(% in relation of the obtained number of answers given by 234 examinees)

PODRUGJE AREA OF MUERE ZA POBOLJSANJE — MEASURES FOR IMPROVING
TISKA PRINTING 1 2 3 4 5 6 7 8
1. Prospekti Folders 18.23 | 23.76 | 6.63 | 2.60 4.42 | 497 | 22.65 | 16.57
2. Iskaznice ID cards 2261 | 2435 | 7.83 | 2.61 3.48 [ 0.87 | 20.00 | 18.26
3. Obrasci Forms 16.56 | 25.83 | 5.96 | 1.99 8.61 | 3.31 | 19.87 | 17.88
4. Novine Newspapers | 13.24 | 26.47 | 8.82 | 2.94 441 | 1.47 | 25.00 | 17.65
5. Knjige Books 12.24 | 26.53 | 6.12 | 2.04 6.12 | 3.06 | 25.51 | 18.38
6. Vrijednosnice  Valuables 15.63 | 21.88 | 6.25 | 3.13 6.25 - | 21.88 | 25.00
7. Dokumenti Documents - | 28,57 | 4.29 - - - | 28,57 | 28.57
8. Novcanice Banknotes 23.08 | 15.38 = - | 156.38 - | 23.08 | 23.08

1. disciplina, 2. kontrola, 3. veca placa, 4. uvjeti rada,
5. kompjuterizacija, 6. osposobljavanje,
7. organizacijske mjere, 8. kazne, nagrade)

4.6. Stavovi djelatnika o zastiti i osposobljavanju

Na Sestu skupinu pitanja, premda je manji broj
anketiranih djelatnika (skoro 8%, tablica 4) naveo
osposobljavanja u podrucju zadtite informacija
kao jedan od nacina ucinkovitog smanjenja ugro-
7avanja informacija, ipak je o¢ito, da je osposob-
ljenost ljudi polaziste sigurnosnog i zastitnog po-
nasanja.

Pitanja u tablici 6 dopustala su vide razli¢itih od-
govora. Samoobrazovanje je naj¢esci vid osposo-
bljavanja za zastitu informacija. Nakon toga slije-
di redovito Skolovanje te “na drugi nac¢in”. Semi-
narskim obucavanjem stekao je stanovita znanja
najmanji broj ispitanika. Gotovo polovica njih
(42%) izjavilo je da se ne sjeca, §to bi moglo zna-
¢iti da nisu uopce osposobljavani za zastitu infor-
macija. Pokazalo se da se direktori i visi ruko-
voditelji sami osposobljavaju, ¢itajuci o nacinima
zastite informacija (48%) dok se kod nizih rukovo-
ditelja to ocitovalo sa 28%, a kod proizvodnih rad-
nika sa 16%.

Odgovor na posljednje pitanje u anketi je poseb-
no interesantan, a odnosio se na misljenje o zastiti
u grafickim poduzecima u inozemstvo u odnosu
na zadtitu u grafickoj djelatnosti u Hrvatskoj. Taj
su odgovor mogli dati samo oni ispitanici koji su
radili u inozemstvu. Njih je bilo u uzorku od 498
ispitanika ukupno 90 ili 18%. Gotovo svi, njih
98% prosuduju da je zastita u grafickoj djelatnosti
u inozemstvu bolje organizirana i rigoroznija nego
u Hrvatskoj. Samo neznatan broj izjavljuje da je
zastita informacija na podjednakoj ili ¢ak nizoj
razini nego u Hrvatskoj.

1. discipline, 2. control, 3. greater salary,
4. working conditions, 5. computerisation, 6. qualification,
7. organization measures, 8. punishments, awards)

4.6 Employees attitudes towards protection
and qualifying for information protection

The sixth group of questions, although smaller
number (about 8%, table 4) quotes training in the
field of information protection as one of the kinds
of successful decrease of information imperilling,
it is obvious that the training of personnel is the
starting point for secure and protective behaviour.

The questions in table & allow more different
answers. Self-education is the most frequent way
of training for information protection. Regular
schools and "some other ways" are after that. The
smallest number of persons got some knowledge
from that area on seminars, Almost half of the exa-
minees, 42% said that they did not remember any-
thing about it, which could mean that they were
not qualified for information protection at all. It
was shown that the managers and senior leaders
were self-educated by reading about the ways of
information protection (48%,) but only 28% persons
on lower positions and 16% workers did the same.

The answer to questions about person's ideas con-
cerning the protection in printing companies abroad
in relation to the protection in printing industry in
Croatia, was the most interesting answer. Only the
workers who worked abroad could answer that
question. From 498 examinees only 90 or 18%
were working abroad. Almost all of them, 98%
thought that the protection in printing industry
abroad is better and more rigorously organized than
in Croatia. Only few of them think that infor-
mation protection is on the same or even lower
level than in Croatia.
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JESTE LI OSPOSOBLJENI ZA ZASTITU INFORMACIJA? f o Tablica 6 - Osposobljavanje za zastitu

ARE YOU QUALIFIED FOR INFORMATION PROTEGTION? S R TN S M) X L Y

1. Da, u osnovnoj 8koli  Yes, in ordinary school 91 18.27 koje je dalo 498 ispitanika)

2. Da, na seminarima Yes, on seminars 34 6.83

3. Samoobrazovanjem  Self education 115 | 23.09 Table 6 - Qualification for information

4. Na neki drugi naéin -~ Some other way 67 | 13.45 protection (% in refation to the obtained

5. Ne sjecam se | do not remember 511 | 4237 number of answers given by 498 examinees)

5. Zaklju¢ne pripomene

Istrazivanje stvarnog stanja zastite informacija po-
sebno je znacajno, jer se spoznalo, da ovakvih
sveobuhvatnih istrazivanja nije bilo u Hrvatskoj.

Empirijsko istrazivanje dalo je rezultate o stanju
zaltite informacija koje moze posluziti kao ori-
jentacija upravljackim strukturama grafickih podu-
zeda u promicanju zastite u transponiranju infor-
macija. Osnovni zakljuc¢ak rad¢lambe stanja zas-
tite jest da je postojeca sigurnost i zastita infor-
macija nedovoljna i ne odgovara zahtjevima i mo-
gucnostima tehnoloskog razvoja.

Razvoj graficke djelatnosti namece i potrebu raz-
voja svih oblika zastite u grafickim p-duzecima.
Odredivanjem i uvodenjem pojma “transponiranje
informacija grafickim metodama i postupcima”
informacija se predstavlja kao graficki proizvod
kroz sve korake graficke reprodukcije. Time tis-
karstvo prenosi informacije velikom broju prima-
telja ¢ime postaje sastavni dio informacijskih zna-
nosti.

5. Literatura - References

5. Final considerations

Investigating the real state of information protec-
tion is specially important because similar general
research in Croatia did not exist at all.

The results of empirical investigations of infor-
mation protection state can be used as orientation
for the managing structures in printing companies
and increasing protection in information transfer.
The basic conclusion is that the existing informa-
tion security and protection is not sufficient and
does not correspond to the demands and pos-
sibilities of the technological development.

The development in printing field suggests the
need for development of all forms of protection in
printing houses. By using and defining the term
"transposition of information by graphic methods
and processes" the information is represented as
the graphic product in all the phases of the prin-
ting reproduction. In this way the information is
transferred to great number of receivers, becoming
the constituent part of information science.
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