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Abstract — In this paper the interoperability capahilities of
open-source based VolP (Voice over Internet Protofoand
multi-agent system will be explored and discussedt will be
shown how to successfully connect software agentsthvIP
PBX (IP Private Branch Exchange) and how to make
successful IP  PBX monitoring using software agents.
Applications and platforms based on open source, sh as
Asterisk IP PBX and JADE (Java Agent Development
Framework) multi-agent platform, will be used in al segments
of the system. This work is the first step in ordero create
fully automated VolIP system monitoring platform basd on
open source technology which is our final goal. Aa proof of
concept we will create and explain a simple multigent
system that collects monitoring data from three ope-source
IP PBXs.
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I. INTRODUCTION

source based company. Digium Inc. is initial creatiothe
open source IP PBX called Asterisk.

Asterisk based VolP system offers both classical
PBX functionality and advanced VolP features. fpsarts
many communication protocols such as SIP (Session
Initiation Protocol), H.323, MGCP, SCCP, E1/T1
PRI/BRI, IAX (Inter Asterisk Exchange protocol),cet
Asterisk IP PBX uses a modular software architectur
which enables use of only needed modules. The
architecture of dial plan, configurations and othAsterisk
concepts will not be discussed in this paper. Tdzat be
found on the web.

The one of the many benefits of the open source
products is its interoperability with other softwasroducts
but there are some issues related to the secteligbility
and availability. In such complex and immense VolP
systems there is a solution that can reduce or ketp
remove the influence of those issues. If we managset
up efficient and constant monitoring system, wel i
able to react in time to prevent potential damage.

In comparison with traditional client-server appa

Growing popularity of open source based productghere are three main benefits of AOP (Agent Orignte
such as Asterisk open source IP PBX [1] is a greabrogramming) approach. The first one is that modjents

motivation to use them in a various VolP projects.

solve client/server network bandwidth problem. Byving

Open source VolP solutions are used because of ifs query or transaction from the client to the servee
numerous advantages compared to proprietary SD&ItO repetitive  request/response  handshake is  eliminated

For example there is more control of entire systeider

Second, agents reduce design risk by permittingsides

span of experts who can perform maintenance angqyt the location of code (client vs. server) éopaished

integration, there is no need for licensing feas &'s

toward the end of the development effort, when mere

easier to customize the source code [2]. One ofmmai,own about how the application will perform. Artdrd,

advantages of open source - availability of socade free
of charge to all parties that are interested toiugm any
purpose - can also be exploited in finding secussyes by
malicious hackers. Most of open source projectst d@ve
some commercial company or funding behind it widolks
not necessarily influence quality of software, lnan
prolong development, as it is mostly driven by estasm

and free time of programmers. Today, there is commo

opinion that open source products are free. Thi@igjuite
right. The code is free of any charge (with or withsome
kind of obligation to the developers depending be t
distribution license), but there are fees for smsilike
integration, implementation, customization and stimes
even for documenting the code and the productirl
investment should be quite smaller, but in a Idngetthe
overall price can be even greater than the praposiet

software products. Nowadays there are many companie

that are oriented to the open source market arndhtimber
is constantly growing. Digium Inc. is one exampfeopen

agent architecture solve the problems created by
intermittent or unreliable network connectionscsimgents
can be built to work "off-line" and communicate ithe
results back when the application is "on-line" [3D, the
chosen approach is to use software agents as ematitct
monitoring entity because of their main charactgitins
(autonomy, proactivity and an ability to commun@at

AOP is a relatively new software paradigm that ¢psin
concepts from the theories of artificial intelligeninto the
mainstream realm of distributed systems. AOP egdgnt
models an application as a collection of componealied
agents that are characterized by, among other shing
autonomy, proactivity and an ability to communicfté
There are few software agent platforms which matah
main criteria that the system must be open souased
Because of its popularity the JADE platform [Shsed.
JADE is a software framework fully implemented in
JAVA [6] programming language under GNU LGPL
software license [7]. It simplifies the implememntat of



multi-agent systems through a middle-ware that dmsp Booth IP PBXs are connected to the media gatewdlyeso
with the FIPA (Foundation for Intelligent Physig&ents) can call to and receive calls from the existing $DH
specifications [8]. (Small Office/Home Office) network managed by

This work will show how we can successfully preinstalled Ericsson MD 110 PBX which is connedied
integrate the software agents and IP PBX in ordeotlect the PSTN (Public Switched Telephone Network). The
some data from IP PBX and process it. This is tiidyfirst media gateway is needed for converting voice media
step to our final goal which is to improve relialyiland  provided in one type of network to the format reqdifor
availability of open source IP PBX using a multieay another type of network (i.e. SIP VoIP network teet
system ISDN). The complete architecture is shown in figlire

The problem was split into few main sub problems,
each explained in its own chapter. The first sulbjgm is  Asterisk architecture
how to successfully create software agents usinBBEJA
multi-agent platform which will be able to commumie Asterisk’s architecture is designed in a modulay wa
with Asterisk IP PBX. This is described in the seto in order to enable maximum flexibility. Specific KPare
chapter (multi-agent architecture). Second sub Iprokis  defined around a central PBX core system which lesnd
how to communicate with Asterisk IP PBX and whictal the internal interconnection of the PBX, cleanlstafcted
we need to collect to make relevant conclusionsual® from the specific protocols, codecs and hardwaterfiaces
PBX load state. This is described in third chaptefrom the telephony applications. This allows Astkrio
(interaction with Asterisk IP PBX). use any suitable hardware and technology availaie or

Fourth chapter (security issues) will introducedera in the future to perform essential functions, cartimg
with basic security issues in multiagent systemsgd a hardware and applications. The complete AsterisiRBX
finally, fifth chapter (conclusion and further work software architecture is shown in figure 2.
describes the potential benefits of this kind afh#ecture The essence of Asterisk is PBX Switching system
and related further work. used for connecting calls between various users and

automated tasks.
Application launcher is used to launch applications

[l. SYSTEM ARCHITECTURE which perform services for users (i.e. voicemaile f
playback, etc.).
The system consists of two main subsystems. Kirsti ~ Codec translator uses codec modules for the

the access IP PBX which is physically placed irfte t encoding and decoding of various audio compression

network DMZ (DeMilitarized Zone - physical or logical formats used in the telephony industry (i.e. G.7{lla

subnetwork that contains an organization's extesemlices G.723, G.729, etc.).

to a larger, untrusted network, usually the Inteneorder Scheduler and 1/O manager handles low-level task

to add an additional layer of security to an orgation’s ~ scheduling and system management for optimal

LAN). It is used for VolP communication with users performance under all load conditions.

outside the internal VolP network. There are soemaate There are four loadable module APIs (Application

users that are registered with the access IP PBiXnhinly ~ Programming Interfaces), facilitating hardware and

it is used for trunking purposes with other IP PBXgside protocol abstraction. Using this loadable modulstey,

internal VolP network. the Asterisk core does not have to “worry” aboutde of
Second subsystem is internal VolP network whicrhow a called is connecting, what codecs are inetse,

consists of one IP PBX, media gateway, monitorieyer

and IP phones.
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Fig. 1. Proposed architecture



Channel API handles the type of connection a caller

is arriving on, it can handle VolP connections, 5D stopped by the administrator.

Robbed bit signaling, etc. Dynamic modules are éolath
handle the lower layer details of these connections
Application API allows for various task modules to be
run in order to perform various functions.
Codec trandator API loads codec modules to support

various audio encoding and decoding formats such as
connection with AMI LoginBehavior) which is basically a

GSM, G.711al, G.729, etc.

CollectorAgent is constantly running its task unitilis
This is shown on
CollectorAgent's mobility diagram in figure 4. Adif this

collected data can be used to create statistidsitiore load

projections, maintaince, etc.

Each software agent implements some kind of
behaviors.

The AsteriskAgent has three behaviors. One for

File format APl handles the reading and writing of telnet connection setup on an Asterisk manager (it

various file formats for the storage of data in fiile

default 5038), second behavior which collects nuwimy

system. There are, also, ODBC (Open DataBasgata from Asterisk and third behavior, used for

Connectivity) drivers for interaction with database

Asterisk Gateway Interface (AGI)
Asterisk Management Interface (AMI)

Codec
Translator
Codec Application Asterisk
Translator Launcher File
API ’ I"m"mt
CDR Core PBX
Mu-Law Linear Asterisk Channel API
G729  Adaw GSMst  wav
GSM IAX SIF H.323 MGCP Custom Hardware 6729 G6.7i1
ADPCM Speex ISDN  Cisco Skinny®*  UniSTM T1 H.263

Fig. 2. Asterisk IP PBX software architecture

For communication with Asterisk IP PBX we will use

Asterisk Management Interface (AMI). The Asteriskfor

communication with CollectorAgent.
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Fig. 3. Communication between AMI and
a static software agent (AsteriskAgent)

The CollectorAgent has, also, three behaviors. One
discovering registered AsteriskAgents and their

management interface API allows an external apiitica addresses, second for communication with Asteriskig
to query and change Asterisk IP PBX state by sendinand third for delivering collected data.

actions and listening to responses and eventscébsit is
a simple telnet application which connects to pfiedd
AMI port.

<<MonitoringServer>> ﬁ
T

<<Media GW=> ﬁ
T

<<IP PBX 15> B‘ <<Access IP PBX>> ﬁ

Il. MULTI-AGENT ARCHITECTURE

Multi-agent system consists of one distributed ager
platform (JADE multi-agent platform) and three distited
containers within main agent platform. For everyABX
in the system there is one remote container ane ieeone
static agent (AsteriskAgent) in each containertasv® in
figure 1. AsteriskAgent communicate with AsterifkPBX
trough Asterisk Management Interface (AMI) as shaan
figure 3. in order to collect data regarding the RBXs
current state. There is one mobile software ager
(ColectorAgent) residing in a main container on @nitor
server which communicates with all other static rige
(AsteriskAgent) residing on remote containers idesrto
collect various informations such as current IP PBXd,
number of registered SIP users, number of chanmelse,
etc.

After one complete cycle, CollectorAgent brings all

collected data to the monitoring server which pssce
collected data and present it to the administrator.
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Fig. 4. CommunicatorAgent cycle mobility diagram



[ll. INTERACTION WITH ASTERISK IP PBX

As previously said, AsteriskAgent

asterisk-java package [9] in order to collect ralgvdata.
When AsteriskAgent starts it registers its servicegellow
pages (DF — Directory facilitator) so it can be riduby
CollectorAgent. The source code for registratiorsadvice
is shown in fig. 4.

DFAgent Descri pti on
df d=newDFAgent Descri ption();
df d. set Nane(get Al X)) ;
Servi ceDescription
sd=new Servi ceDescription();
sd. set Type("ast eri sk- show channel s");
sd. set Name( get Local Name() +
"-asterisk-action");
df d. addSer vi ces(sd) ;

Fig. 4. Source code for agent service registration

is used to
communicate with Asterisk IP PBX trough AMI using

The received set of informations is parsed in ortber

collect only the number of currently active caliBhis
number is stored to pass it to the CollectorAgent.

AsteriskAgent can be modified to collect data frigthPBX

in some time interval (i.e. each two seconds) satissics
can be passed to the CollectorAgent.

For our proof of concept we didn't implement any IGU
(Graphical User Interface) on a collector agent iso
displays collected data on a console output as shova
figure 7.

| P PBXs found: 3

|P PBX 1: <IP ADDRESS 1> ; O active calls
|P PBX 2: <|IP ADDRESS 2> ; 2 active calls
|P PBX 3: <IP ADDRESS 3> ; 1 active calls

Fig. 7. CollectorAgent console output

IV. SECURITY ISSUES

Traditionally security threats such as masquerading

LoginBehavior is used to log onto Asterisk IP PBX eavesdropping, spoofing, service misuse, deniakofice,

via AMI. It is started when AsteriskAgent startssed
parameters are: IP address/domain name and pthr¢ oP

PBX server, AMI username and AMI password. AMI mustihreats

and tampering of data or manipulation of data dse® a
applicable for FIPA-based agent systems. Thasmurity
relate to the confidentiality, intégror the

be configured to accept that connection requesis Thavailability of the agents and should be coersid when

configuration is in flat file on IP PBX file systexalled
manager.conf as shown in fig.5.

[ HoneAgent ]

secret = Markol23

deny = 0.0.0.0/0.0.0.0

permt = 10.2.1.0/255. 255.255.0
di spl ayconnects = yes

Fig. 5. Configuration ofmanager.conf file

Second behavior, calledctionBehavior, is used to
invoke some action on Asterisk IP PBX. These asticemn
be all available Asterisk CLI (Command Line Intedx
actions [10] passed to the asterisk as a stringnpeter.

In our proof of concept we invokeSHOW
CHANNELS action. When invokedSHOW CHANNELS
action displays the total number of currently useite
channels and its type. The type of channel canZag:

developing an agent system [11].

In our, proof of concept, work there is none ofuséyg
techniques implemented and this has been leftuhér
research and implementation. We propose some @oguti
which will greatly improve overall security of proged
system. Some of this techniques are using PKI (P ildy
Infrastructure) as discussed in [12].

V. CONCLUSION AND FURTHER WORK

This work shows that it is possible to connect epen
source IP PBX with new paradigm of agent oriented
architecture in order to, successfully, create aded
communication system.

Of course, as all things in a real world, agentedas
approach has its strengths and limitations. Maiwaathges
of AOP are reduced frequency of network use (badtwi
requirements and repeated interactions), increased

channel mainly used for ISDN interconnections, 'szasynchrony between clients and servers so there ieed

channel which is Asterisk’s trunk channel type, 31323,

etc. SHOW CHANNELS action also displays a total numberdistribution and

of active calls. Complete output GHOW CHANNELS
action is shown in figure 6.

Channel Location State Appl i cati on(Dat a)
Sl P/ 300 ( None) Up Bri dgedCal | (SI P/ 312)
SI P/ 312 macro-stdexten Up Dial (SI P/ 300| 20)
S| P/ 300 ( None) Up Bri dgedCal | (SI P/ 313)
SI P/ 313 macro-stdexten Up Dial (SI P/ 300| 20)
4 active channels

2 active calls

Fig. 6. SHOW CHANNELS action console output

network connections, increased
reconfiguration of services which
manifests in overload avoidance and ease adoption t
individual requirements. AOP increases concurréndje
system which enables task decomposition among preulti
agents so parallel activities can be accomplist@ane
main disadvantages regarding AOP are security sssue
consisting of identification, authentication, ancbtection
from viruses or malicious agents. There is alsaassith
transport and migration demands which increasevaodt
complexity [13].

These two different worlds can be applied in vasiou
applications. We can use agents to monitor cal loa
each IP PBX and based on results to transfer saffeto
the PBXs which are not overloaded, we can use it to

for long reliable



improve availability of the whole system which i®dinal [5] F. Bellifemine, G. Caire, A. Poggi, G. RimassaARE a
goal. In order to achieve this we need to setupesantual white paper*, http://jade.tilab.com, October 2007.

IP PBXs on physically diff_erent Servers so agerds C [g] JAVA programming language, http://java.sun.com/
power them up or down if some unexpected scenario " \ovember 2007.

occurs (i.e. one IP PBX fails on server A, agemt pawer ) oy | ESSER GENERAL PUBLIC LICENSE, version 3,
up the same virtual IP PBX on server B). i .
http://www.gnu.org/licenses/Igpl.html

This is our first work on specific topic, in ourrther [8] FIPA web site, http:/Amww.fipa.org

research we will try to setup a complex system with o o . . .
prepared virtual IP PBXs (cloned from real oneghtaal o] ':lit\?;';tﬁv; 0 Oc;mC'al web site, htp://astédifava.org/,

storage, call detail record, database and registraser in

order to research some high availability scenardos [10] Asterisk CLI web site, http:/www.voip-info.ofgiki-
calculate improvement of availability if any. Asterisk+CLlI, December, 2007.
[11] Siv Hilde Houmb, “Security issues in FIPA esmgs”,
NTNU, 2002.
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