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Abstract. In this paper we address the key questionsinternet in all spheres of life, we must say that t

on security and trust in communication over Intérne trust of majority of users is improving. It is bdsen

in a synthetic approach aimed to connect the teehno both, the widespread trends, and the personal expe-
ogical and human aspects of the subject. As fast, rience. Still, when we ask simple questions, sich a
brief outline of the Internet security technology i « Can Internet be securely used for human communi-
given. This serves as a ground for the expositibn 0 cation?

the general security concepts and principles, its p . can privacy and identity of Internet users be pro-
lars and threats. The achieved security provides th (octed?

basis for building of the user trust. The trusthen
proportional to the user’s perception of the acleigv
security level. The omnipresence of Internet in all
human activities today, including financial transac
tions, e-commerce, trade, auctioning, and other
proves by itself that the trust of majority of omli
users is won. Legal support and especially the me
chanisms of the user protection initiated by the se

vice providers are improying, as wel! as the gehera foundations of the Internet security, and to hdip t
efforts to educate the online community. readers to answer the above questions. We stdrt wit

Key words: Internet security infrastructure, security a low level description of the security technology
perception, technology-related and human-relatedinfrastructure, aimed to wider audience. Upon that

broad users may be perplexed. On one hand the an-
swers should be affirmative, judging by the faats o
enormous number of successful delicate online trans
actions happening as we speak. On the other hand,
'the reports of Internet frauds can cause disbalieff
mistrust, and raise the questions about the ingblve
Tisks.

The aim of this paper is to describe the existing

aspects, trust, security statistics. build the interdisciplinary approach which showatth
in a complex system aimed for human communica-
1 Introduction tion and interaction, all participants are impottan

Every single computer counts! It may be a brick in

The modern era is characterized by a widespread usdie global security wall, a hole in it, or a sounfe
of many different communication systems. Among unintentional or even intentional threats and dange
the most complex are computer networks, which haven other words, the technological solutions present
grown globally and locally, occupying the world- basis that must be provided, but by itself canr®t b
large scale and penetrating the inner organizdtionaconsidered as &ull security foundationThe human
structures. They serve extremely large number ofinfluence is unavoidable and it calls forsgnthetic
separate users, connecting them to local or urdlers and interdisciplinary approach. In other words it is
communities. The computer networks are known ofdepicted asnultilateral or multidimensionalshowing
their diversification, wide variety of protocols irse  clearly that the security field outgrows mere tealhn
and huge quantities of information transmitted overogical domain. It is also a psychological, ethical,
them. The data transfer relies more and more on theconomical, legal and political issuel,
network facilities, which become an integral pait 0  With respect to the above, our intention is to pro-
the computing infrastructure. Technically speaking,vide a better insight into technological securigr a
they present information channels with many differ- pects to the readers with social and humanisti-bac
ent security threats. Along with the benefits af tht-  ground, and to outline the importance of human and
ensive networking, the need for thorough securitysocial aspects to the technical audience. Throughou
solutions emerges as more and more crucial. Via Intthe discussion, we draw a line that is common ko al
ernet we can acquire the newest antivirus program ocommunication systems, making evident that Internet
a patch for our operation system, but in the same t is not at all that specific. Most of the problentsribt
we can expose our computer to malicious attacks.  originate from Internet. They have just emergecher

The technical complexity of such a channel oftenas more blatant, due to the Internet's vast paitsti
contributes to mystification, misunderstanding,gexa And like any other media, Internet has its advagsag
geration or underestimation of the security isséss. and its limitations. Such thinking will lead us tioe
we approach the third decade of widespread use afmore general treatment of the security issues.



2 A crash review of Inter net corresponds to OSI layer 3 — the Network Layer. The
Transport (Host-to-Host) Layer is mapped to the OSI

security infrastructure layer 4 with the same name (though their precise

Here we briefly interpret some technical featurés o definitions defer), and also partly to the OSI lage
Internet and relate them to security aspects of-com | N€ application layer roughly corresponds to the OS
munication. Although it may seem as futile to even !2Yers 5 — 7: Session, Presentation and Applinatio
try to bring this large subject in only one sectitiis layers. In_ the OSI P_resentanon Layer the enc_rylppo
review goes along with our thesis that only an edu-Vas predicted, allowing the syntax of the applarati

cated Internet user is a risk-aware and, hencefarth 'ayer to be independent from the selected security
safer Internet user. solutions, and also from the functions of otherdow

layers (confer 2.4).

2.1 Thelnternet modd and OSI modd Now we can follow the “layer stacks” of the two
Technically, Internet is described by tHCP/IP models, and briefly sketch the layers’ functions.
model(also callednternet mod@| or Internet Proto- The Physical Layespecifies electrical properties of

col Suite The first name is after the Internet two most the networking devices and their interfaces to the
important protocols. The model can be divided into transmission media (copper lines, optical fibeasljo

Igurdacl)t\ll\'/srt]r?ncq_%rglsie[g]\/vhlch are outiined from the Table 2. Theabstract layersof the TCP/IP and
P b OSl modelsand their rough relation.

Table 1. TCP/IP model, or Internet Protocol Suite. TCP/IP mode 0Sl model
L ayer (protocols) -
L 7. Application Layer
4 Application Layer >- Application Layer 6. Presentation Layel
(FTP, HTTP, SMTP, SSH, SSL, TLS, ...) i y
3 Transport or Host-to-Host Layer 5. Session Layer
(TCP, UDP, ..) 4. Transport Layer 4 Transport Laver
2 Internet or Inter(Network) Layer i P 4
(IP, IPv6, IPsec, ...) 3. Internet Layer 3. Network Layer
1 Link, or Host-to-Network Link 2. Data Link L. 2.Data Link Layer
(ARP, PPP, DSL, ISDN, FDDI, ...) Layer 1. Physical L. 1. Physical Layer

A communication protocobr shortlyprotocol isa  frequency electromagnetic waves), through which it
procedure that precisely describes how the communisends the bits of data. It defines the connecioirs’
cation is to be done. Typical protocols correspogdi nouts, voltages, clock-rates and other technicaliide
to each of the layers above are listed within theep-  of the network hubs, repeaters, network interface
thesis. The Transport and Internet layers, and thecards, routers, and other devices.

corresponding basic TCP (Transmission Control The Data Link Layerfunctionality, as is valid for
Protocol) and IP (Internet Protocol), present theec  every higher layer, is based on the services of the
of the Internet as we know it. There are a few morejgyer, physical layer. The data link layer provides
protocols in these two layers, as there are severayansmission of digital data organizedfiames be-
more protocols in the top-most application, and theyween the hosts on the same network (LAN, WAN,
lowest link, layer. confer 2.6), from one end of the transmission media

In fact, the layering was not part of the original to the other. This layer provides a service intgfto
TCP/IP specifications. The concept was introducedthe network layer above it, by checking and correct
by the OSI (Open Systems Interconnection) modeling the transmission errors. It also regulatesdht
The OSI model remained mostly within theoretical flow on the basis of physical addressing, taking in
realms, but its good solutions largely influenckd t account the capacities and speeds of the sendihg an
way of analyzing and developing of the computerreceiving devices.

netWOka, inC|uding the TCP/'P mOde|. SO, although The|nternet(0r Network Laye)' provides the trans-
strict comparisons are not fully justified, mostiars  fer of data packetsrom a source host to the destina-
try to provide some mapping between the two mod-tion host specified by an IP address, within theea
els. The seven layers of the OSI model and theimetwork, or on different networks (the latter isaal
‘rough” relation to the abstract layers of the TP/ known asinternetworking. This is done through the
model are shown in Table 2. process ofpacket routingin which the packets are

It was mainly due to the OSI model that the link sent to the next network node (realized by the func
layer of the Internet model is usually divided it tionality of arouter device) on the patch to the final
sublayers: theData Link and Physical Layers(or destination. The network and Internet topology must
Network Interfaceand Hardware Layer¥ bringing be known in order to ensure the packet transpart vi
the number of Internet layers to 5. In short, Bigrt routes which avoid congested communication lines
from the bottom, the Internet Link (Host-to-Netwprk and routers. This is the lowest layer that provithes
Layer corresponds to OSI layers number 1 and 2—thEnd-to-End connectivity. Its functionality is today
Physical and Data Link Layer The Internet Layer provided by IP.



The Transport Layeruses services of the network

physical realization, like those written on paper,

layer to ensure the End-to-End transfer of the mesanalog signals modulated in radio waves—but are

sages from a process on a source computer to
process on a destination computer. This layer assur
flow control, congestion control, and application

also the most easily copied, altered, multiplied,
forged, etc. Because of that, the proper proteabion
data and implementation of security mechanism$ is o

addressing (port numbers). It provides the necgssarutmost importance (confer also chapter 3).

abstraction level for the work of application scdire

The examples of the low-cost threats are: “pass-

in the layer above, assuring that it is independeniyord sniffing” (searching for non-encrypted pass-

from the lower layers. The main protocols of theela

words by programs installed e.g. on the servers pla

are TCP and UDP. The TCP provides the so callected on the network backbones, “IP spoofing” (firgin

connection-orienteddata transmission, and UDP
provides theconnectionlesstransmission ofdata-
grams

The topmostpplication Layeris used by applica-

the IP address information within the packets IBd a
using them maliciously), password stealing (e.g. by
Trojan horses thrown into the system), etc. Allsthe
attacks can be performed in every node of the net-

tions for specific network communication tasks. The work that is traversed by data packets of a message

layer presents the higher-level protocols: FTP, 8MT

Internet is known to be open both horizontally, for

HTTP,... For us, the interesting protocols are also thefree Spreading of the network, and also Vertica”y,
security-providing ones, like SSH, SSL, TLS, which meaning that new protocols can be added. But the
will be specifically mentioned in 2.4. Generallizet  vertical openness could require changes in thevinfr
application data is formatted and coded according t structure, which is hard and expensive to implement
these protocols, and is thencapsulatedinto the  Also it could present a source of incompatibilityda
protocols of the lower transport layer. They inntur restrictions for its horizontal openness.

use the services of the protocols which are lower i 1o pasic TCP/IP architecture of Internet is non-

the layer stack. cryptic in its nature. This immediately allows five

loss of secrecy and loss of integrity, becausehef t
2.2 Thelack of security in the basic attacks performed in any of the Internet Iayerse Th

Internet layers usqal, unse_cured Internet services, such as ehéctro

mail and file transfer, are unprotected from such
Internet misses a true and convincing security con-attacks. Yet another common problem, unsolvable by
cept in its fundamental Internet and Transportigaye the original Internet infrastructure, is the ladkai-
represented by the corresponding IP and TCP protothentication. Without it, any higher forms of busi-
cols. The unbelievable historical success of Ilgei®  ness communication cannot be realized.

based on the fact that it is relatively simple,lyful Both of the problems can be mended by adequate
open and decentra_llized network, not l_Jelonging toyse of cryptography mechanisms. The security de-
anyone. Its_ reach is global, but there is no globalkects were partly remedied in the mid 1990s byointr
control of its functioning. The comparison to the gyction of the End-to-End security protocols IPsec
openness of human society is striking. There is noyng |pye. They ensure security mechanisms in the
true global security policy in the human societhei  jnternet layer by authenticating and encryptingheac
(at least not today). The control of security me&su |p packet. The idea was to alleviate the burdethef
is implementable only locally. On the global sc#le  gecyrity implementation from the application soft-
situation varies and uncertainty prevails. ware. However, the need for implementing and main-
As was already stated in 2.1, IP (Internet Profocol taining the dedicated software for this protocol on
deals with data packets, self-contained, independenevery remote computer, resulted that the security
chunks of information bearing the IP address, &ed t solutions in the application layer prevailed (sed).2
associated mechanism pdcket switchingThis basic
concept provides much of the functionality of I mietr
communications, like the optimal use of resources
great flexibility and low cost but it also introduces
additional security risks. As opposed to ttiecuit
switching found in telephone connection, the travel-
ing path of information on Internet is more arhiyra
and not at all certain. Since the information isligi-
tal, “electronic”, form, it is furthermore prone tow-
cost and easy-to-be-done subversions and attack?:_
Namely, with today’s digital technology, the electr
ic digital data are not only the most easily stored
transferr ed, received, and protected from r_10|se—r Authentication is the act of verifying the genuiees of
comparing to all other forms of data presentatind a

2.3 Cryptographic solutions

'To make further discussion clearer, we shall byiefl
outline the basic cryptographic concepts (for more
details see e.g. [8]). There are two basic crypto-
graphic systems in useymmetric cryptosystemith
secret key, andasymmetric cryptosystemvith pri-
vateandpublic keys

Symmetric cryptosystem was used in DES (Data
ncryption Standard) a former American standard

an entity, i.e. the security process of establigttimat the
entity is what it claims to be, and that it can asta known
subject (person, process, computer, etc.). Onlgr afie
authentication, theuthorizationshould be done. It is the
process of verification that a known subject iDatd to
perform certain actions and access certain ressurce

" The packets bearing their ID numbers are trarederr
independently from each other, through differerdesand
via different paths, enabling better overall usajethe
available bandwidth.



from 1977, which was replaced by Triple DES in the envelope ensures data secrecy, but not data itytegri
late 1990s. In early 2000s AES (Advanced Encryp-Namely, although information remains secret to an
tion Standard) superseded DES and Triple DES, withintruder, it can be illicitly damaged or altered.

its longer 128-bit code blocks and longer keys (128 Digital signature solves the problem of the mes-
192, and 256 bits). A disadvantage of the system isage integrity by calculating the hash function or
that a safe channel must be used for the distabuti message digesbut of it, and then applying the
of secret keys. Though the need for the extra safegsymmetric encryption to the digest. Both, the en-
channel can be regarded as a technical shortcomingrypted digest and the original message are sént. |
by establishing it between a known and certified the message is changed, the recipient will knoly it
sender and recipient, the problem of authentication comparing the original digest (after decrypting it)
the communicators can be simultaneously solved.  and the newly calculated digest from the received
Asymmetric cryptosystem eliminates the need formessage. Only if the two digests match, the message
another safe channel by introducing a pair of keys,is genuine. The mechanisms of digital signature and
consisting of theprivate key(to be kept secret by a digital envelope can be combined together to pmvid
sendee) and thpublic key (to be disseminated to joint secrecy and integrity. If public keys werestdi
possible senders). The sendee (recipient) who wantbButed properly, as pointed out before, the digitg}
to receive an encrypted message distributes Higior nature ensures the authenticity, secrecy and ibgegr
public key to the other side(s). The other side th Usually by the name of digital signature all these
sender, uses it for encryption of the message to bsecurity mechanisms are assumed.
sent back to the sendee. There’s no fear that & m
sage will be understood by any third side. The me-2.4 End-to-End security — crypto-

thod ensures that decryption cannot be done without graphy in the application layer

Pavmt%the sbei\_ndkee’s _|I?rr1|vate kleythh'Ch (|js |rretru]lnie The simplest way of introducing the security on In-
rom the public Key. 1hus, only the Sendee Wno OWNSi, hat g leaving the lower layers of the TCP/IP
the private key will be able to decrypt the message

L ; model untouched, is to implement it in the highest,
The RSA system, named after its inventors (R'VeSt’application layer, by means of cryptography. This i

Shamir, Ad'em‘?‘”)- is such an agymmetric SYSteMy nown asEnd-to-End (EtE) security in the applica-
Because there is no need for additional safe CH"amnetion layer. Thus, although attacks in the lower layers

. ; . are not prevented, they are made futile with resfmec
requ|res.much higher computing resources than th?nany szcurity aspect);. This can be interpreted as
symmetric cryptography. introduction of a new, Security Layer., in our case

However, without having a safe channel (which pased on the SSL protoéoas illustrated in Table 3.
would a priori assume the proper authenticatiothef

communicating sides), an intruder can take someon& able 3. Theintroduction of Security L ayer [4].

this is an ideal solution for Internet, except tlitat

else’s, or generally false identity, and abuseS, in Layer

this case the need for a proper authentication geser ——

as crucial. The problem is solved by the introchreti 6 Application (HTTP)

of Trusted Third Parties (TTP), which take over the 5 Security (SSL)
distribution of public keys (other common abbrevia-

tions in use are: PKM — Public-Key Manager, PKDC 4 Transport (TCP)

— Public-Key Distribution Center). Then by the ude 3 Network (IP)

secure protocols (new protocols which include the 2 Data link (PPP)
cryptographic mechanisms see the next section), a -

proper authentication is ensured, as well as thdt b 1 Physical (DSL, ADSL, cable TV)

sides have each other’s public keys. With the prope
authentication, the use of asymmetric cryptographyThis idea and the EtE security concept is imple-
simulates the possession of a safe channel. mented in several protocols aimed for differentliapp

The secure protocols and mechanisms use botfations. These are:
cryptographic systems in order to ensure optimal® SSL (Secure Socket Layer) [7], already mentioned
results. Since the asymmetric cryptography is about above, and now being upgraded by the newer:
two orders of magnitude (or even more) slower thane TLS (Transport Layer Security) [8];
the symmetric one, it is used only for the crupiatts  « HTTPS (Hyper Text Transfer Protocol Secure) that
of communication: for the authentication and foe th s simply the usual HTTP over SSL or TLS;
encryption of the secret symmetric keys. After the, gacure Shell 9],

symmetric k_eys are exchanged, the rest of the CoOM: pEM (Privacy Enhanced Mail), now replaced with:
munication is protected by much faster symmetric

encryption. . S/MI_ME (Secure/Multipurpose Internet Mail Ex-
tensions);
« PGP (Pretty Good Privacy) data encryption and
decryption software;

In the digital envelopedata itself are encrypted
symmetrically, while the asymmetric cryptography
(simulating the safe channel) is used for trandioniss
of the symmetric key only. Thus much greater speed

Netscape suite of network applications in mid 1990s




» GnuPG (GNU Privacy Guard) free cryptographic most popular hybrid systems using it, was done by
software; enormous computer and organizational power.

* Etc. Anyhow, longer and longer keys, and improved al-

E.g. SIMIME ensures the secrecy of e-mail commu-9°rithms are in use to ensure against more elaborat
nication over a non-secure network by the use ofand soph|st|9ated methods of attacks._ Back in 1996
secret keys and symmetric cryptosystem, under thdh€ Symmetric keys of at least 75 bit length were
assumption that the local Internet servers arersecu 2dvised, with suggestions to enlarge them to 90 to
for key handling. PGP uses the asymmetric encryp_compensate for the rise of computer power. After th

tion with public keys for the critical data, thimov- ~ Standard DES was replaced with Triple DES, and

ing the burden of keeping secret keys on servaey (t nowadays with A_ES,_ the key length _is at Iea_st 128 b
are kept on the client’s computers). for standard applications, and 256 bit for criticaks.

These were all examples of how cryptography and AS for the asymmetric encrypting, 1084 and
EtE security could successfully protect user dagenf ~ 0Nger keys are not rare any more. Only a few years
the first two threats: loss of secrecy and losimeigr- @90 such cryptography was treated as a high-tech

ity. product strictly forbidden for export from the UAS.
The high-level security needed in banks requires
2.5 Theachieved security level asymmetric keys of 2048 bits and even longer [12].

The safer solutions will require more computational

The way of measuring the achieved technical sgcurit . :
y 9 UM v esources and will be more expensive.

level is by finding itsintrusion work W. It is the . . .
computational work needed by an adversary to breach AS @ conclusion, by taking the key appropriate to

the applied security and undermine the system thal® Security demands of an application, the inbrusi
can be expressed as: work can be designed high enough to make the secu-

rity attacks not worth the effort [13]. In other rg,

W = Pepp Xt (1) if the cryptographic EtE security concept requires
Here Pcnp is the computing power or speed of the several months or even years of computing to be
intruder’'s computer expressed in some suitable manPréached by brute force, than by ensuring a simple
ner, andt is the time spent on breaking the security Policy of changing the keys on a regular basis, to-
by brute force. It is implied that the intruderdsing ~ 9€ther with other mechanisms of recognizing and
the most efficient algorithms known. In the early Stopping such attacks, we can make them futile.
1990s, when the computers had the processor power Without going into further details, the simple con-
of the order of 10 — 100 MIPS roughly (1 MIPS = clusion follows:in the context of building the com-
1Mega Instructions Per Second), thé used to be Mmunication trust, the use of cryptography must be
expressed in tens and hundreds of MIPSxYears. Bemade completely consistent and without exception.
cause of the growing computational power of the Furthermore, the cryptography should be standar-
computers, this intrusion work is not impressivey an dized and regulated more consistently, which is-gen
for a long time now. The computing power of the erally not the case. Poor cryptography was often pu
commonly accessible computers today has growrin large software packages [14], perhaps under the
immensely, and even the ways (benchmark tests) opressure of restrictive export regulations. As realfi
measuring it have changed in order to more accurate'®sult, non-secure products could appear on the mar
ly represent the performance of a computer system aket, justifyingly adding to the users’ loss of trus
a whole (e.g. SPECint, SPECfp). Roughly we can say .
that the computing power grew for the factor of 20 2.6 Intranets, firewallsand local
10%, so that the intrusion work should be enlarged for security

the same factor. As opposed to the global uncertainty of Internie¢ t
The intrusion workW, needed to break a key is ris- Intranets, and generally LANs and WANs (Local
ing greatly with the key length. For symmetric cryp Area Networks and Wide Area Networks) present the
tography the rise is close to exponential, and theproprietary networks in which security polices dan
chances to break it by “brute force”, i.e. by sysaéi- established and enforced rigorously. Here the ggcur
cally trying all the possible keys, are extremedw. on thetechnical level can be made highly predicta-
There are no reports of successful cracks by now.  ble. The general defects of Internet can be, if not
The asymmetric Cryptography requires |0nger keyscompletely mended, at least kept under control. The
for the same level of Security than the Symmetn'e fo) intranet is interesting because it can use thedatan
(roughly by the factor of ten, with the tendency of Internet infrastructure (protocols) and applicasion
even bigger factors for bigger key lengths (e.qfeo ~ While enabling the full supervision of all the sery
[6]). In the combined systems, with the use of RSAand clients within the localized network. Besidest}
for asymmetrical encryption of the symmetric key, intranets can use other specialized protocols (like
the RSA is considered as the weakest link, most vul X.25) and networking solutions that can highly im-
nerable to attacks. Though there are reports arkera Prove security (EBICS, SWIFT).
ing down the RSA system by the use of abundant For intranet and other private networks, the basic
computing resources and in cases of shorter keyecurity principle of connecting them to the “wilde
lengths [10], [11], the only credibly reported btieay ness of Internet”, is of doing nly via a strictly
of the RSA and particularly the PGP, as one of thecontrolled protecting system, callefifewall. The



firewall is a hardware or software component, or 2.7 Summary of the technology related
combination of both, used to control the communica- security mechanisms

tion between different segments of network, specifi . . ) .
cally between the intranets and Internet, on treisba AS & conclusion of this chapter we give the outbhie

of set rules and policies. Mostly, the firewalle aet the-technology based secur-ity mechanisms [16]: _

to control the traffic from some insecure and hrd- * Firewalls for end-connection to network protection,
control parts of the network, like Internet, to tbeal and intrusion detection systems;

secure networks, or home computers. They should Proxy servers for access management;

protect the “inner side” from the unauthorized ac-+ Content managers for control of the data brought
cesses and threats from the “outer side”, whilevall into sent out of the information system;

ing the desired and approved data transfer. Alggy t . vijrus protection tools for incoming and outgoing
should restrict the transfer of the secret datanfro  emajls and files:

inside t_o the outside world. ) « Service monitors for checking of the service usage,
The firewall can be organized as one or more of the gpqg early detection of the hostile procedures;

following: o , « Fail-over systems, to alleviate the loss of avililab
i. Packet filter which filters out the packets with re- ¢y
spect to their departing and arriving IP addresses
and requested TCP ports (services). The filtesng i
done according to the list specifying the addresses o ) .
and services which are forbidden, those which are’ Authentication systems: passwords and IDs, physi-

allowed, and the rules of actions for the resthef t C"?‘l .toker-15, cryptographlg cgrtlflcates;
packets. « Digital signatures for verifying the sources ofent
ii. Application Layer Firewall which acts through  netcontents.
the application software by controlling the IP
ackets coming to particular applications, like :
\SVeb browsers, ?:TP cIFi)ents, etc. i 3 Securlty and trust
iii. Firewall on Proxy Serveracts similarly to the ap-  After studying the basic technical aspects of imgér
plication layer firewall, but since they are orga- security solutions, we should be in a position of a
nized as servers, either on separate computess or &well-educated user”. Such user can more easily
software, they offer their clients additional leeél  comprehend the security capabilities and remaining
security. risks, and also answer the questions posed in.ch. 1
iv. Firewall with Network Address TranslatighAT) Now we can turn to the general security aspects
mechanism protects the computers behind itself bywhich are independent not only of the communication
hiding their true IP address. This is usually com-channel in use, but also of the human activityrigki
bined with the standard role of the NAT (the en- place. The security issues of Internet are fundamen
largement of the number of IP addresses within lo-tally not different from those in the other comnuani
cal networks). tion channels. They are just more complex and more
The firewall must be complemented with the intru- important, primarily due to the following facts:

sion detection system (IDS). Although they violate « The use of digitalized data, which can easily be:

* Encryption implemented in the online applications
(EtE), and/or applied to sensitive files;

the standard protocol layering, well-configurecefir  _ modified, altered, copied, replicated, distributed,
walls proved to be a good protection from the algsi etc (confer also the discussion in 2.2) as a result
intrusions. However, the practice shows that thente the corresponding malicious activities:
“well-configured” is often not given its full dimen

' ; ' _ —data alteration counterfeit plagiarism “spam-
sion— at least until the first hostile attacks. ming’, etc.

Two or more localized networks can be connected, The yse of global, diversified, network:
together by means of a safe channel. We have glread
stated that a safe communication channel can be es-
tablished via the unsafe Internet by the use gbtory
graphy, i.e. by the use of safe protocols (2.4)thin
general situation of a distributed information syst
requiring a complete and integral security, the- sys
tems such as Kerberos are to be implemented [15].
Besides the authentication, the appropriate awthori
tion of participants should be performed (see foot-
notes _abqve for disambiguation a_n_d also 3.1). The3_1 The pillars of security
authorization assures that a participant can access
only allowed resources, and execute only allowedT© concretize our discussion, we start by outlining
actions within the system, in a time-limited schedu  the well known pillars of security. These are:

The firewalls, backed-up with such secure authenti-1. Authenticity — the ability to prove the identity of
cation and authorization mechanisms, allow much communicators (confer also the footnotes in 2.3);

greater flexibility and connectivity of proprietary 2. Secrecy— the ability to keep the information
networks to Internet, while maintaining high setwri secret from all unwanted parties;

— with multi-layered structure that multiplies the
points of intrusion, and makes it harder to analyze
and control the weakest links;

— which lacks the global security standardization
and implementation;

— which often lacks the equal legal and ethical sup
port from other communication channels and so-
cial institutions.



3. Integrity — the ability to keep the information 3.2 Security principles
identical to original, i.e. to keep it whole andtimo

ing but the whole;

4. Privacy — the guarantee (a set of rules, policy)
that the gathered information will be used confi-

dentially, only by the agreed persons, and only for nearly equally strong in all of its componentscsin

the agreed_ pl_eroses; ) ) attacker needs a single (weak) point for breaking i
5. Non-repudiation— legal obligatoriness of per-  the system.

formed transactions, and ability to provide undeni-
able, legally accepted proves of the topics 1 to 4 and the inside world, is a possible attacker, or

above. ) can intentionally or unintentionally help some athe
The above requirements are endangered by the fol- atacker. A single non-secure point of intrusidie |

There are two very general and fundamental security
principles to be obeyed:

» The weakest link principle: the system is as strong
as its most insecure part. A secure system must be

Every user of the system, from both, the outside

lowing security threats: _ _ a personal computer of a negligent user on a local
1. Unauthorized acquisition of information, loss of network, seriously weakens the entire system [16].
secrecy

. L . . The second principle could be derived from thet,firs
2. Unauthorized modification of information, dwss but is nevertheless stated explicitly to emphatiiee

of integrity, _ o human aspect of threats. The problem is to assure
3. Unauthorized decreasing of functionality, loss  yalidity of the principles in every single compohen
of availability; of a complex communication system, such as an

4. Unauthorized loss of control and supervision, or online network application.
loss of responsibilitya situation when everything  aq an example we may quote the findings that al-

becomes available, with no limitations and restric- though about 3/4 of attacks come from outside ef th
tions, and when no one is responsible for the contirewqll, the most damaging and hardest to recover

dition of the system). from, are those that come from inside [4, 17], and
The threats are to be answered by appropriately imthat can be attributed to the human security aspect
plementing the five security pillars, described 0 |5 chapter 2 we have shown that the technological
which ensure the following aims: and technical grounds for implementation of these

1. Secrecy protection. The message contents must security aspects to Internet communication and-busi
stay secret to everybody but to the trusted partness do exist. But the scientists, engineers arithie
ner(s) to whom the message was intendsmh{ cians cannot do the complete job even if, by a mi-
tents secregy Also, the transmitting and the re- racle, they would be able to provide a technically
ceiving side must be able to stay anonym@as-(  perfectly secure channel. As is already mentioties,
ticipation secrecy participation and help of all the participants, ath

2. Integrity protection. Every manipulation with the Professionals, and the whole community is needed.
contents of the message, with the intention ta alte This is yet another illustration of the multidimémns
and modify it in any way, must be discovered andnality of the security field.
treated accordingly, in order to reverse the mes- . .
sage to its original state, or at least to indiche -3 Security perception
it was being corrupted. The above described mechanisms are necessary pre-

3. Availability protection. The communication must requisites for the development ¢fust We shall
be available to all the users who demand it, undeidefine trust asa certainty of some preferred outcome
the condition that their access rights are grarited. in the future [ 18]. While the security can and must
other words, they must have proper communica-be related to the technological and other infrastru
tion rights according to the system security policy ture (legal, social), the trust is a notion of hueand

4. Responsibility protection. This can be further pSyCh‘_"OQ'Ca' nature. Itis estgbllshed on: _
described in the following three points: « Continuity of regular, desirable behavior of the
4.1 The receiver of a message must have a possibil- Surrounding;

ity to prove some third party (e.g. legal authori- * Help of the confidential people and institutions;
ties) that the defined entity did send her or hime Individual knowledge and ability to control the
the message. situation.

4.2 The transmitter of a message must be able torhese three components of trust are overlapping. Th
prove the transmission of the message and theontinuity of regular behavior depends largely ba t
authenticity of its contents, and, if necessary, tofunctionality of the surroundings. In the technical
further prove that the receiver has received theenvironment such as Internet, the regular behdsior
message. maintained by technical and organizational proce-

4.3 Users (customers) cannot deny their obligationdures. The latter two points are of typical human
to pay for the services, once the provider hascharacter, highly dependent on the user’s general
sufficient evidences for administering the ser- education as well as on her (or his) knowledgehef t
vices in an agreed way. Information Technologies and the security issues.



Somewhat peculiar interpretation of trust in the@co 34 Trust
text of security is found in [19]. Trust of a comniu
cator is defined as believing in a positive outcarhe
a transaction only in the case of lacking certainty
According to this line of reasoning, when the derta T =F(Sp) . (3)
ty is big there is no need for trust, since one @amt

on assuredness. The bigger is trust (put in somgkthi This is illustrated in the Fig. 2. Here an arbirar
the bigger is (potential) risk. This may be a goodrising function is drawn to serve this short dissau
observation, emphasizing some fine altruistic andThough quite abstract and without any quantitative
benevolent qualities of the term, though, to turnambitions, the graph offers a visualization of the
things around, it may be hard to convince someone t security-trust relationship. In the first approxiioa,

put his or her trust in an insecure thing! Our denp a simplified linear proportion can be considered:
model will follow the common notion of the wotd.

After our deliberation, the trusT should be some
rising function of the perceived securigy:

Contrary to trust, distrust is caused by: T~Sp. (4)
» Discontinuity of acceptable behavior; If the function like drawn is assumed, the point A
« Continuity of unacceptable behavior; corresponds to a security-unfounded trust (refhecti

the previously discussed peculiar interpretatiothef

* Helplessness. : g . .
) , term), and C is a point of unnecessary cautiomtPoi
Trust should rely on the achieved security level. g \\ou1d present some “realistic trust’ — of coyrse

Since it is a highly individual notion formed by-ra .o ming that the functioh= f is correct
tional and irrational human factors, it is therceived P g S '

security that must be considered. If we denote the

achieved security level b§, than perceived security T
S should be some function of perceptiorSof
Sp =P(S). 2

The situation is illustrated in Fig. 1, with thrdifer-

ent, arbitrarily chosen perception functions. Ppfce
tion P; is the ideal realistic perception for which
Sp = P,(S) = S, i.e. Py is the identity function.
This corresponds to the perception of a knowledgea-
ble and well informed user. Perceptid® is “con-
sistently” pessimistic, and thus still linear, vehiP;

is optimistic perception with nonlinear response.

It is clear that many other variables and pararseter
besides the security itself, can and does influghee S =P(S)
perceived security. The net contribution of alttoém
still results in some function similar to those pre Figure 2. Therelation between trust (T) and secu-
sented here. The goal should be to exclude edleir  rity perception (Sp ). The latter should be a realistic
vant factors and achieve realistic security pefoapt  estimate (function) of the true security level.

The quantity of trust can be conceptualized through
its connection to a certain use or application, ted
corresponding risks. For such risks we plan the ade
quate security. As a general rule, the securitytscos
should be some (considerable) fraction of the risk
estimates. Let's say that 1/10 is a good startinigtp
Specialized IT security companies will suggest more
precise investment figures. The costs of all pdssib
damage should be accounted for, including thedbss
revenues because of the lost client trust, whicluksh
include the costs of rebuilding that trust.

The world outside the communication channel
should also be safe, to at least the same extbnt.
other words the scientific community is obliged to
S say that:

Figure 1. Security level S and its perception Se. » Thetechnical security infrastructure given solely
Perception P, is realistic,P, consistently pessimis- DY proper technology and adequate technical solu-
tic, and P; optimistic and nonlinear. tions --- is not enough!

The technical security infrastructure should alg b

§ According to Random House Unabridged Dictionaystr ~ COmplemented by thieuman security aspects:

is: “1. reliance on the integrity, strength, alilisurety, etc., * Adequate legal support, effective judicial and dem-
of a person or thing; confidence. 2. confident exgigon of ocratic system;

something; hope. ...

S




« Community consensus on the security and technolers”, expect that the security solutions are tedor
ogy standards, user education, social and ecologicaand maintained according to the needs, and that the
issues, etc... side assurance mechanisms, starting from the degisl

Nothing of the above can be neglected, as it ofterfion and good practices of the service providei, w
happens in practice. Give the best available, fed t Protect us from losses. We, as “knowledgeable us-
most user-friendly technology to uneducated people€rs”. should also check every now and then thedivali
and the problems will arise. Give powerful techrolo ty of all the security assumptions and expectations
gy to underdeveloped, or even worse, ill-developed Today it is more than obvious that all of the above
society, and you can be sure that all kinds of camm listed Internet business activities are here tg.sta
nication system abuses will occur because of several hey will not decrease in volume, just the opposite
possible reasons. This is in accordance to thenofte The reasons are obvious:
quoted fact about the Internet security chhimmans  i. The omnipresence of Internet today is simply dic-
and human-related aspects are the weakest pbjnt tated by the advantages that it offers, resultmg i

Regarding the high level of technological develop- consumers’ needs and habits in all spheres of life.
ment in all spheres of human society today, thev@bo ii. For most of the users the losses from frauds are
statement is probably true in other communication Within tolerable limits. Switching to other ways of
channels, and also in all other human activitigss T communication and transactions would cost even
dichotomy or, better to say, the dialectics, betwee  more in terms of time and money spent, and again
the technical and human aspects of communication would not guarantee the risk-free operation.
channels deserves a more detailed deliberation in &. The user experience, practice and reports show
separate paper. that the frauds are not fundamentally Internet-

generated, nor solely Internet related, although
. some of the Internet aspects and features are prone
4 A glimpsetothe present state to easy-to-be-performed immoral and illegal acts.

Ten, fifteen, years ago, the skeptics would ingiat But these happen almost proportionally in all other

2 : - communication channels.
that Internet security infrastructure still reqsirin- Stated shortly. if h . ¢
provements in the consistent implementation oftech tated shortly, It ten years ago the question was
nical solutions, and much, much better supporh@n t which communication and business activities to use
human-related spheres. The use of Internet for delith® Ir_1tern|e;t "fmdh for wh|crr11_not, now?f_days the only
cate communication and pricy transactions was conduestion left is how to achieve a sufficient setguri
sidered too risky and was not recommended. In thdevel for Just about every kind of online activitye
meantime, the trends and practice showed them to p&an. and will do, on Internet.
wrong---if not in predicting many of the risks and _—
possible problems---than in the tempo at which al-4'2 Theneed for relevant statistics
most all human activities, from all realms of life, Aside from the fact that online business communica-

transferred to the ubiquitous use of Internet. tion is rolling and cannot be stopped, a serious ap

The public trends were positive and enterprising.proaCh requires in detail statistical analysis as a
Even the critical security applications are notrege ground for further discussion and conclusions.
tion from this conclusion, todaylo not use all the However, such statistics is still missing. Most of
advantages of the I nternet, seems like a waste of the ~ the companies, especially those with large trafmact
great opportunity! Such a pro-active public attitude volumes, consider these data as highly confidential
did boost the ICT security sector, because practicel he consumer trust could be ruined if the userd fin
called for the immediate implementation of the theo out that the security was too low (confer Fig. &s.e2
retical solutions, improvements of the global teslhn  to 4). So, even if attacked, the big companies doul
ogy standards, and even for the cooperation of thée solving their problems by themselves, as far as
local authorities and institutions in providing teet  they could. This behavior origins from the earlysla

and safer business environment. of the Internet business, when online transactitifis
. ) had to prove its reliability. As the trust of majgrof
4.1 Migration to Internet online customers is already won and their habits ge

The fast development of various kinds of onlineibus erally established, one would expect that more-rele
ness communications is for sure witnessed by manyant data about the frauds and losses are to hla-ava
of us during the last decade and a half. We god useble for broader public.

to the comfort and efficiency of a myriad of Intetn Some of the companies involved in providing secu-
services, like: E-banking, E-trading; Direct payrtsen rity solutions realize the importance of raising th
Internet auctions, B2B communications, etc, evenpublic awareness by informing them objectively.
when well aware of the possible risks. These onlineRSA and CyberSource are good examples [20, 21].
transactions have broad financial range, and tine co The latter is one of the rare companies providintyt
responding broad range of security risks: fromwa fe relevant statistics of the lost revenues due tanenl
dozen of EUR or US$, up to hundreds, thousands anfrauds. Based on this, we have estimated the dveral
much more; from the low level threats of the well- security risk at 0.1% of the total transaction vo#y
known fraud scenarios, up to the extreme levektisre which is close to the order of magnitude of th& iis

of hacking experts. But we, as “knowledgeable us-



the offline activities. A more detailed insight and Refer ences

support to this conclusion deserves a separate.topi

According to our investigation, besides the men-1.

tioned CyberSource report, not many others, if any

all, are open to public. On the other hand many go-
vernmental and nongovernmental organizations, like2.
Fraud Watch and Internet Crime Complaint Center
(IC3), do contribute to the public awareness by-edu

cational activities and by publishing the fraudtista
tics reported to them by Internet users.

5 Conclusion

The Internet has grown from an (idealistically) ope 4.

free, and insecure place in its beginnings, taealig-
tically) less open and free, but potentially muchren

secure communication channel. We have outlined its™
existing security technology infrastructure based o
the EtE cryptography concept in the Application
layer, and discussed the whole palette of securit

solutions.

These solutions must enable the realization of the

security pillars: authenticity, secrecy, integripyijva-

cy, and non-repudiation. They must prevent, or at’

least, make futile, the security threats which ewg@a
the mentioned pillars. Upon the well, multilateyall

protection, the user trust is built. The trust iegmor-
tional to the perceived security level. For theelato
be realistic, a proper education, as well as olject
accurate and relevant statistics is needed.

tions are available for quite some time. In pragtic

however, the problems of consistent implementation, 3
constant maintenance and improvement remain. The3:
human security aspects are also improved, both, in

the legislations on the national level and throtigh

security policies of international e-commerce cerpo

rations.

To complete this analysis of the Internet security, 14.

the relevant statistics should be involved. It maige
us better insight of the risks of the particulatirms
activities, as well as to give us an overall risti-e

mate. A preliminary investigation shows that these

risks are similar as in other communication chasinel

Furthermore, the Internet and its security aspects

can serve us to get a better insight into the erobl

of general communication channels. Its human versug 7,

technological aspects is a topic that deservesdurt
investigation and will be presented in anotherchati
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