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Abstract

Rapiddevelopmentof telecommunicationnetworkshas
mademadepossibledevelopmentof telemedicine, and es-
pecially on of its segmentsmedical teleconsultation. In
this paperwewill presentsystemwhich is designedto pro-
vide tools for establishingmeaningfulcommunicationbe-
tweengeneral practitionerondislocatedareasandspecial-
ists typically locatedin large medicalcenters. Technolog-
ical approach for implementationof the systemis based
on the opensource solutions. Systemis implementedon
Linux platform. Web serveris Apache extendedwith sup-
port for PHP, andmod-SSL,which interfacesApachewith
Open-SSLlibrary, for dataencryption.Data storage is im-
plementedusingdatabasemanagementsystemPostgreSQL.
To describedatanewly emerging XML (eXtensibleMarkup
Language) standard wasused. Transformationof data is
achievedusinganothersecond-generationInternettechnol-
ogy - XSL (eXtensbileStyleLanguage). CSS(Cascading
StyleSheet)is technologywhich is usedfor visualrendition
of transformeddocuments.PHPis serversidescriptinglan-
guagewhich is usedto accessdatabaseandgenerateXML
documents.It is alsousedto interfaceSablotronXSLT pro-
cessor. PHPactsas”glue” to all pieces,andproducesweb
page. Systemis basedonnewly-emergingtechnologies,and
it representsa basefor providing a higher level of health
care.

1. Introduction

Croatiahasindentedcoast,characterizedbyalargenum-
berof islands.Specialistspracticeson islandsarenotfinan-
cially self-sustainable,soimplementationof efficienthealth
careon the islandsandother rural areashasalways been
a challengingtask. In particular, successfulimplementa-
tion of healthcareon the North-Adriatic islandsof Cres,
Mali Losinj, and neighboringislandshasshown to diffi-
cult, especiallyduring high tourist seasonwhenthe island

populationbecomesmuch larger then during the out-of-
seasonperiod. Patientsrequiring specialistopinion must
travel to distantmedicalcenterswhich is oftennot feasible
due to patientstateor in medicalemergencies. Improve-
mentof healthcareon islandsandotherrural areascanbe
achieved using electronicmeansof communication. De-
velopmentof telecommunicationnetworks hasa key role
in developmentof a telemedicine.Our systemrepresents
apossibleimplementationof teleconsultation,which is one
of the many aspectsof telemedicine.Very fastgrowth of
Internet,andacceptanceof secondgenerationInternetpro-
tocolshasinitiateddevelopmentof advancedInternetbased
applications. Following that factsInternetbasedapplica-
tion for medicalteleconsultationis obvioussolution.Basic
ideais to achievegreaterqualityof communicationbetween
generalpractitioners(GPs)andspecialistsusingteleconsul-
tation [7], which resultsin improvementof patientcare.
Realizationof the desiredgoal is basedon two main req-
uisites. First, efficient way to exchangemessagesbetween
GPsand specialistsmust be provided. Second,adequate
exchangeof informationconcerningpatienthave to bepro-
vided[20]. Furthermore,confidentialityof communication
andstoreddatahave to be guaranteed.It canbe saidthat
ethicalaspectis equally importantasa technicalaspectof
thesystem[6] [19].

2. System architecture

We have built systemthat can be describedas three-
tiered client-server architecture. Client in our architec-
ture is implementedas thin-client, so presentationservice
is just web browser. Processservice(applicationservice)
is interfacebetweenpresentationservice(webbrowser)and
data(database)andin oursystemis implementedusingPHP.
PostgreSQLis databasemanagementsystemandrepresents
dataservice. Systemis implementedon Linux platform.
Thearchitectureof thesystemis shown in Figure1.

Proceduresconsideringthe systemshown in Figure 1
can be describedas follows. User can accessweb pages
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Figure 1. System architecture

using SSL protocol (SecureSocket Layer) or plain http.
ThroughApacheweb server PHPscriptsarecalled,using
scriptsdatabasemanagementsystemis accessed,and re-
ceiveddatais processedin a way thatXML datais formed.
PHPscriptsarealsousedto call SablotronXSLT processor
usingXML datawhich was formed from SQL queriesor
XML datastoredon disk,andXSLT scriptswritten to form
aHTML (currentlyjust HTML is produced,but wholesys-
tem is designedin a way thatotherformatssuchasWML
canbeproducedwith minimaladditions).

2.1. Presentation services

Presentationservices,asit canbeseenon Figure1, con-
sistsof two mainparts.First part is userinterface,which is
web browser. So it is obvious why it is called thin-client.
Secondpartof presentationservicesis webserver. Apache
web server hasbeenused,to achieve secureclient-server
communicationit wascompiledwith supportfor SSLpro-
tocol,mod SSLis compiledasDSO(DynamicSharedOb-
ject), and it representsan interfacebetweenApacheand
OpenSSLlibrary. Requeststo databasearemadethrough
webserver, sosupportfor PHPwasalsocompiledasDSO.

Currently, webpagescanbeaccessedthroughplainhttp,
server listensfor requestson port 80, or throughSSL pro-
tocol, in this caseserver handlesrequestsreceivedon port
443.Systemis still underdevelopment,but whentestphase
is over only secureconnectionswill be allowed. Popular

webbrowserssuchasInternetExplorerandNetscapehave
supportfor SSL,soclientscanaccessdatausingsecurecon-
nection. Details aboutmod ssl, and which browserscur-
rently supportcanbe found in the UserManual locatedat
[5].

To summarize,presentationservicesmustprovide user
interfaceto the systemand functionsof web server with
expandedpossibilities,suchassecureclient-servercommu-
nication,meansto handledatafrom HTML forms,andin-
terfaceto thedatabase.Datais passedto processservices,
andthenresultof theprocessis presented.

Advantagesof thethin-clientapproachare:

� platformindependence

� easiersystemmaintenance

� betternetwork communicationperformance

Onecannoticethatpresentationservicescouldincludejust
webbrowserasuserinterface,andthewebserver thenbe-
longsto themiddletier, or processservices.

2.2. Process services

Processservicesarethesecondtier in thesystemarchi-
tecture- Figure.This tier representsinterfacebetweenpre-
sentationand data layer. Becauseaccessto datais done
throughthis layer, complex businessrulesmustbe imple-
mented,andtransformationof datain the formatappropri-
atefor presentationserviceis performed.As it canbeseen
on Figure1 this layer consistsof PHPscripts,XML data,
XSLT scripts.

Most of the programmingconsideringthe web appli-
cation describedin this article hasbeendoneusing PHP
scripts. PHP1 scriptsareusedto coordinateall procedures
performedin the system. PHP handlesdata which was
passedfrom HTML formsin theway thatSQL queriesare
formed,queriesaresentto thedatabaseandthenresultsof
the queriesareprocessed.Processof the query resultsis
basicallycreationof the XML data. Sablotron,which is
compiledasPHPmodule,is usedto transformXML data
accordingto XSLT scripts.Resultof theSablotronprocess-
ing is HTML, this resultis passedto presentationservices.

Developmentof web-basedapplicationin generalis con-
tinuous process,so maintainability is very important as-
pect. Following that principles,object-orientedpossibili-
tiesof PHPwasused,abstractionof codefrom HTML was
achievedusingFastTemplate.FastTemplateprovide means
to separatepagestructurefrom content. Furthermore,to
separatecontentandvisual renditionCSS(CascadingStyle

1PHP was previosly abbrevation of the ”PersonalHome Page”, then
”ProfessionalHomePage”,now PHPis definedrecursively asPHP- Hy-
pertext Preprocessor.



Sheet)languagewas used(to ensuremaximum possible
portability only CSS LanguageLevel 1 propertieswere
used). Another important considerationrelatedto main-
tainability is connectedwith writing XSLT scripts. XSLT
scriptsare written in a way that independencein relation
to XML elementtype name,and numberof elementsis
achieved. This is important,becausechangesin database
canbeperformed,but changesof XSLT scriptsarenot re-
quired. To summarize,it canbe saidthat processservices
implementsall businesslogic of the system,processser-
vicesactasconnectionbetweenpresentationanddatalayer.

2.3. Data services

Data servicesare the third tier in the systemarchitec-
ture.This tier representsdatabasemanagementsystem,and
wehaveusedPostgreSQLto providerequiredfunctionality.
Functionalityof this layeris to:

� Storedata

� Providemeansto preservedataintegrity

� Ensurethatusersis authorizedto performcertaintask

� controlparallelaccess

� providemeansto restoredatabasein caseof failure

Dataintegrity is achievedby implementingintegrity rules,
triggers, and stores procedures. Data service provides
meansto unableunauthorizedaccessto data,suchasgrant
userperformof only specifiedtasks,creationof views,pe-
riod of access,etc. Restorationof databaseis achievedby
backupof data,andloggingtransactions.

3. Database description

In this sectionwe describestructureof the database,
which is usedin the system.The databasecanbe divided
in two mainparts.Thefirst partstoreteleconsultationdata,
while thesecondpartcontainselectronichealthrecorddata.
Thedatabasecontains:

� User(physician)datawhichcontainsuserID, personal
information, medicalspecialization,login, and pass-
word

� Audit information about user accessto the system
(useridentity, actionstaken)

� Teleconsultationrequestswhich are being sent by
physicians

� Patient recordswhich consistof: personalinforma-
tion, laboratoryresults(text, images),allergies,anam-
nesis(casehistory),status
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E-R diagram shows entities ad how entities are mu-
tually related, e.g. entity SPECIAL(standsfor special-
ization) andentity DOCTOR are relatedthroughrelation-
shipDOC SPEC; mappingbetweenentitiesis N:N, which
meansthat a physiciancanbe specialistin morethanone
area,andseveralphysicianscanspecializein a singlearea.
In thesamemannerwe candescribemostof theotherrela-
tionsbetweenentities.

Onespecialrelation is reflexive relationship,in our E-
R diagramreflexive relationshipis HASREPLY, and it is
connectedwith entity MESSAGE. In this casereflexive re-
lationshipis usedto show that entity MESSAGE canhave
replies,replieshave sameattributesasMESSAGE, so en-
tity MESSAGE hastwo roles,thefirst asmessage,andthe
secondasreply.

4. User interface

Userinterfaceis currentlybasedon HTML andCSS,so
only browseris requiredto usesystem.

The systemis accessedby opening initial web page
whereuserauthenticationisperformed.Userprovidespass-
word to accessfollowing pages.This is achievedusingses-
sion handlingprovidedby PHP(PHP4.0.4PL1). Session
canbestoredascookies,if browserissettonotacceptcook-
ies,sessionis handledthroughURL.

Logically we candivide systemin two mainparts,tele-
consultationandelectronicpatientrecord..Teleconsultation
part provides userwith functionality requiredto conduct
teleconsultation.A teleconsultationrequestcontainsinfor-
mationaboutthe patientwhich is locatedin electronicpa-
tient recordanda notefrom referringphysiciandescribing
therequest.To achieveminimalresponsetimethephysician
is alsonotifiedof a pendingconsultationrequestby means
of GSMSMS(ShortMessageService).

Patient recordasa datastructurethat helpsto describe
important facts consideringpatient health has beenused
sincethefifth centuryB.C.whenHippocratesproposedpur-
poseof the patient record. His observationswere noted
in chronologicalorder, so this type of record is called
time-orientedmedicalrecord.Improvementof themedical
recordorganizationlead to source-orientedand problem-
orientedmedicalrecordwheredatawithin sectionsare in
chronologicalorder.

Our implementationof an electronicpatient record is
basedon the source-orientedconcept. According to that
conceptthe recordcontentis structuredaccordingto the
methodby which it wasacquired,e.g. laboratoryresults,
allergy information,etc. Datawithin eachsourceis orga-
nizedin chronologicalorder.

Electronicpatientrecordin ourimplementationprovides
functionalityfor maintainingpatientrecords.It enablesuser
to add,edit,anddeletedatain patientrecord.

5. Security considerations

Security is very important aspectof Web-basedap-
plications especially for e-commerceapplications and
telemedicine-basedservices.Systemarchitecture,asit was
shown in secondsectionFigure 1, can be representedas
three-tiered.Securityissuesexist within eachtier, soevery
systemcomponentmustbesecuredto achieve comfortable
level of security.

Importantsecurityaspectsare:

� Authentication

� Accesscontrol

� Audit trail

� Confidentiality

� Integrity

� Availability

Authenticationis handledusingsimplehtml form, that let
userto input user-nameandpassword (alternative is to use
browserdialog). Thesecurityof this processis ensuredus-
ing SSLservices.

Accesscontrol ensuresthat systemresourcesareavail-
ableonly to authorizedentities,in our applicationthis as-
pectis ensuredthroughmiddlelayeranddatabasemanage-
mentsystem(DBMS). DBMS throughgrantingonly spe-
cific action,andviews enablesaccessto exactly specified
systemresource.

Audit trail is chronologicalrecordof systemactivities,
in our systemit is performedusingsessionhandlingmech-
anism(providedby php)anddatabase.

Confidentialityis very broadsecurityaspect,in our sys-
temthis aspectis ensuredthroughsessionhandlingmecha-
nismwhichprovidesthatsensitiveprivateinformations(lo-
gin, password, etc) are not storedin the cookies(on the
client machine)or in the URL. User input is checked, to
ensurethatcommandsin a manner:

system("/bin/mail
attacker@somwhere.org < /etc/passwd")

(providing passwordfile to attacker)couldnot beissued.
Integrity aspectis primarily achieved throughdefining

integrity checksprovidedby DBMS,suchasintegrity rules,
triggers,andstoredprocedures.

Availability aspectdependson the stability of system
componentsin every tier. In our systemweb-server and
DBMS will restartin caseof crash.

Developmentof the secureWeb-basedapplication is
continuousprocess,but still completelysecuringa com-
puteragainstunauthorizedaccessis extremelydifficult.



6. Conclusion

In this article we have presenteda Web-basedapplica-
tion for medicalteleconsultation.Theapplicationis under
development.Systemaimsatproviding medicalteleconsul-
tationbetweenphysicians(on islandandotherrural areas)
and large medicalcenters. It reducesrisk to patientwho
cannotbetransporteddueto medicalproblems,discomfort
dueto travel, andhealthcarecosts(eliminatestheneedfor
travel).
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