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Abstract

Rapid developmenbf telecommunicatiometworkshas
mademadepossibledevelopmenbf telemedicineand es-
pecially on of its sggmentsmedical teleconsultation. In
this paperwewill presentsystemwhich is designedo pro-
vide tools for establishingmeaningfulcommunicatiorbe-
tweengenearl practitioneron dislocatedareasandspecial-
ists typically locatedin large medicalcentes. Technolog-
ical appmac for implementationof the systemis based
on the opensource solutions. Systems implementecn
Linux platform. Web serveris Apade extendedwith sup-
port for PHR, and mod-SSLwhich interfacesApade with
Open-SSllibrary, for dataencryption.Data storage is im-
plementedisingdatabasenanajemensysteniostgeSQL.
To describedatanewly emeging XML (eXtensibleMarkup
Languaye) standad was used. Transformationof data is
achievedusinganothersecond-gneationInternettechnol-
ogy - XSL (eXtensbileStyle Language). CSS(Cascading
StyleSheet)s technolagy which is usedfor visualrendition
oftransformedlocumentsPHPis serversidescriptinglan-
guage which is usedto accesdatabaseand geneate XML
documentsilt is alsousedto interfaceSabloton XSLT pro-
cessorPHP actsas”glue” to all piecesandproducesveb
page. Systenis basedon newly-emegingtednolagies,and
it representsa basefor providing a higher level of health
care.

1. Introduction

Croatiahasindentedcoastcharacterizethy alargenum-
berof islands.Specialistpracticesonislandsarenotfinan-
cially self-sustainablesoimplementatiorof efficienthealth
careon the islandsand other rural areashasalways been
a challengingtask. In particular successfuimplementa-
tion of healthcareon the North-Adriatic islandsof Cres,
Mali Losinj, and neighboringislandshas shown to diffi-
cult, especiallyduring high tourist seasorwhenthe island

populationbecomesmuch larger then during the out-of-
seasorperiod. Patientsrequiring specialistopinion must
travel to distantmedicalcenterswhich is often not feasible
dueto patientstateor in medicalemegencies. Improve-
mentof healthcareon islandsandotherrural areascanbe
achieved using electronicmeansof communication. De-
velopmentof telecommunicatiometworks hasa key role
in developmentof a telemedicine. Our systemrepresents
apossibleimplementatiorof teleconsultatiomnywhichis one
of the mary aspectof telemedicine.Very fastgrowth of
Internet,andacceptancef secondgeneratiorinternetpro-
tocolshasinitiateddevelopmenbf advancednternetbased
applications. Following that factsInternetbasedapplica-
tion for medicalteleconsultatioris obvious solution. Basic
ideais to achieve greateiguality of communicatiorbetween
generalpractitioners(GPsandspecialistaisingteleconsul-
tation [7], which resultsin improvementof patientcare.
Realizationof the desiredgoal is basedon two main req-
uisites. First, efficient way to exchangemessagebetween
GPsand specialistsmust be provided. Second,adequate
exchangeof informationconcerningpatienthave to be pro-
vided[20]. Furthermoregconfidentialityof communication
andstoreddatahave to be guaranteedlt canbe saidthat
ethicalaspects equallyimportantasa technicalaspectof
thesystem[6] [19].

2. System architecture

We have built systemthat can be describedas three-
tiered client-sener architecture. Client in our architec-
ture is implementedasthin-client so presentatiorservice
is just web browser Processservice(applicationservice)
is interfacebetweerpresentatiorservice(wetbrowser)and
data(databas@ndin oursystenisimplementedisingPHP
PostgreSQlis databasenanagemergystemandrepresents
dataservice. Systemis implementedon Linux platform.
Thearchitectureof thesystemis shovn in Figurel.

Proceduresonsideringthe systemshowvn in Figure 1
can be describedas follows. Usercanaccesswveb pages
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Figure 1. System architecture

using SSL protocol (SecureSoclet Layer) or plain http.
ThroughApacheweb sener PHP scriptsare called, using
scripts databasananagemensystemis accessedand re-
ceiveddatais processeth away thatXML datais formed.
PHPscriptsarealsousedto call SablotronXSLT processor
using XML datawhich wasformed from SQL queriesor
XML datastoredon disk,andXSLT scriptswrittento form
aHTML (currentlyjustHTML is producedbut wholesys-
temis designedn a way that otherformatssuchasWML
canbe producedwith minimal additions).

2.1. Presentation services

Presentatioservicesasit canbeseenon Figurel, con-
sistsof two mainparts.First partis userinterface whichis
web browser Soit is obviouswhy it is calledthin-client
Secondpartof presentatiorservicess websener. Apache
web sener hasbeenused,to achieve secureclient-sener
communicatiorit wascompiledwith supportfor SSL pro-
tocol, mod SSLis compiledasDSO (DynamicSharedOb-
ject), and it representsan interface betweenApacheand
OpenSSlUibrary. Requestgo databasere madethrough
websener, sosupportfor PHPwasalsocompiledasDSO.

Currently webpagescanbeaccessethroughplain http,
sener listensfor requeston port 80, or throughSSL pro-
tocol, in this casesener handlesrequestseceived on port
443. Systemis still underdevelopmentput whentestphase
is over only secureconnectionswill be allowed. Popular

web browserssuchasInternetExplorerandNetscapénave
supporffor SSL,soclientscanaccesslatausingsecurecon-
nection. Details aboutmod.ssl, and which browserscur-
rently supportcanbe foundin the UserManuallocatedat
[5].

To summarize presentatiorservicesmust provide user
interfaceto the systemand functions of web sener with
expandedpossibilities suchassecureclient-sernercommu-
nication,meango handledatafrom HTML forms, andin-
terfaceto the databaseDatais passedo processservices,
andthenresultof the processs presented.

Advantage®f thethin-clientapproachare:

¢ platformindependence
e easiersystemmaintenance

e betternetwork communicatiorperformance

Onecannoticethatpresentatioservicesouldincludejust
web browserasuserinterface,andthe web sener thenbe-
longsto themiddletier, or processervices.

2.2. Process services

Processervicesarethe secondier in the systemarchi-
tecture- Figure. Thistier representinterfacebetweerpre-
sentationand datalayer Becauseaccesso datais done
throughthis layer, complex businessrules mustbe imple-
mented andtransformatiorof datain the formatappropri-
atefor presentatiorserviceis performed.As it canbe seen
on Figure 1 this layer consistsof PHP scripts, XML data,
XSLT scripts.

Most of the programmingconsideringthe web appli-
cation describedin this article hasbeendone using PHP
scripts. PHP* scriptsare usedto coordinateall procedures
performedin the system. PHP handlesdatawhich was
passedrom HTML formsin theway that SQL queriesare
formed,queriesaresentto the databasandthenresultsof
the queriesare processed.Procesof the query resultsis
basically creationof the XML data. Sablotron,which is
compiledas PHP module,is usedto transformXML data
accordingo XSLT scripts.Resultof the Sablotronprocess-
ing is HTML, thisresultis passedo presentatiorservices.

Developmenbf web-basedpplicationin generais con-
tinuous process,so maintainability is very important as-
pect. Following that principles, object-orientedoossibili-
tiesof PHPwasused,abstractiorof codefrom HTML was
achievedusingFastlemplate.Fasttemplateprovide means
to separatepagestructurefrom content. Furthermore to
separateontentandvisual rendition CSS(Cascadin§tyle

1PHP was previosly abbreation of the "PersonalHome Page”, then
"ProfessionaHomePage”, nov PHPis definedrecursiely asPHP- Hy-
pertext Preprocessor



Sheet)languagewas used (to ensuremaximum possible
portability only CSS LanguagelLevel 1 propertieswere
used). Another importantconsideratiorrelatedto main-
tainability is connectedwith writing XSLT scripts. XSLT
scriptsare written in a way that independencén relation
to XML elementtype name, and numberof elementsis
achieved. This is important,becausechangedn database
canbe performed but changeof XSLT scriptsarenot re-
quired. To summarizejt canbe saidthat processservices
implementsall businesdogic of the system,processser
vicesactasconnectiorbetweerpresentatiomnddatalayer.

2.3. Data services

Data servicesare the third tier in the systemarchitec-
ture. Thistier representslatabasenanagemergystemand
we have usedPostgreSQlto provide requiredfunctionality.
Functionalityof this layeris to:

e Storedata

Provide meando presere dataintegrity

Ensurethatusersis authorizedo performcertaintask

controlparallelaccess

provide meango restoredatabasén caseof failure

Dataintegrity is achievzed by implementingintegrity rules,
triggers, and stores procedures. Data service provides
meango unableunauthorizediccesgo data,suchasgrant
userperformof only specifiedtasks,creationof views, pe-
riod of accessetc. Restoratiorof databasés achieved by
backupof data,andloggingtransactions.

3. Database description

In this sectionwe describestructureof the database,
which is usedin the system. The databaseanbe divided
in two main parts. Thefirst partstoreteleconsultationlata,
while thesecondbartcontainselectronichealthrecorddata.
Thedatabaseontains:

e User(physician)datawhich containsuserlD, personal
information, medical specialization Jogin, and pass-
word

e Audit information about user accessto the system
(useridentity, actionstaken)

e Teleconsultationrequestswhich are being sent by
physicians

e Patientrecordswhich consistof: personalinforma-
tion, laboratoryresults(te&t, images),allergies,anam-
nesis(casaistory),status
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Figure 2. Entity-relationship model



E-R diagram shavs entities ad how entities are mu-
tually related, e.g. entity SPECIAl(standsfor special-
ization) and entity DOCTOR are relatedthroughrelation-
ship DOC_SPEC mappingbetweenrentitiesis N:N, which
meansthat a physiciancanbe specialistin morethanone
area,andseveralphysicianscanspecializein a singlearea.
In the samemannemwe candescribemostof the otherrela-
tionsbetweerentities.

One specialrelationis reflexive relationship,in our E-
R diagramreflexive relationshipis HAS REPLY, andit is
connectedvith entity MESSAE. In this casereflexive re-
lationshipis usedto shav that entity MESSAE canhave
replies, replieshave sameattributesas MESSASE, so en-
tity MESSAE hastwo roles, thefirst asmessageandthe
secondasreply.

4. User interface

Userinterfaceis currentlybasedon HTML andCSS,so
only browseris requiredto usesystem.

The systemis accessedy openinginitial web page
whereuserauthenticatioris performed.Userprovidespass-
wordto accesd$ollowing pagesThisis achievedusingses-
sion handlingprovided by PHP (PHP 4.0.4PL1). Session
canbestoredascookies|f browseris setto notacceptook-
ies,sessions handledthroughURL.

Logically we candivide systemin two main parts,tele-
consultatiorandelectronigpatientrecord..Teleconsultation
part provides userwith functionality requiredto conduct
teleconsultationA teleconsultatiomequestcontainsinfor-
mationaboutthe patientwhich is locatedin electronicpa-
tientrecordanda notefrom referringphysiciandescribing
therequest.To achiereminimalresponséimethephysician
is alsonotified of a pendingconsultatiorrequesty means
of GSM SMS (ShortMessageservice).

Patientrecordas a datastructurethat helpsto describe
important facts consideringpatient health has beenused
sincethefifth centuryB.C.whenHippocrateproposegur-
poseof the patientrecord. His obsenationswere noted
in chronologicalorder, so this type of recordis called
time-orientednedicalrecord. Improvementof the medical
record organizationlead to source-orientecnd problem-
orientedmedicalrecordwhere datawithin sectionsare in
chronologicabrdet

Our implementationof an electronicpatientrecordis
basedon the source-orienteatoncept. Accordingto that
conceptthe record contentis structuredaccordingto the
methodby which it wasacquired,e.g. laboratoryresults,
allergy information, etc. Datawithin eachsourceis orga-
nizedin chronologicalrdet

Electronicpatientrecordin ourimplementatiorprovides
functionalityfor maintainingpatientrecords.It enablesiser
to add,edit,anddeletedatain patientrecord.

5. Security consider ations

Security is very important aspectof Web-basedap-
plications especially for e-commerceapplications and
telemedicine-baseskrvices.Systemarchitectureasit was
shawvn in secondsectionFigure 1, can be representeds
three-tiered Securityissuesexist within eachtier, soevery
systemcomponenmustbe securedo achieze comfortable
level of security

Importantsecurityaspectsre:

e Authentication

Accesscontrol

Audit trail

Confidentiality

Integrity
Availability

Authenticationis handledusing simple html form, thatlet
userto input usernameandpassverd (alternative is to use
browserdialog). The securityof this processs ensuredis-
ing SSLservices.

Accesscontrol ensureghat systemresourcesare avail-
ableonly to authorizedentities,in our applicationthis as-
pectis ensuredhroughmiddlelayeranddatabasenanage-
mentsystem(DBMS). DBMS throughgrantingonly spe-
cific action, andviews enablesaccesdo exactly specified
systenresource.

Audit trail is chronologicalrecordof systemactuities,
in our systemit is performedusingsessiorhandlingmech-
anism(providedby php)anddatabase.

Confidentialityis very broadsecurityaspectjn our sys-
temthis aspecis ensuredhroughsessiorhandlingmecha-
nismwhich providesthatsensitve privateinformations(lo-
gin, passwerd, etc) are not storedin the cookies(on the
client machine)or in the URL. Userinput is checled, to
ensurghatcommands$n amanner:

systenm("/ bi n/ mai |
attacker @omwhere.org < /etc/passwd")

(providing passverd file to attacler) couldnotbeissued.

Integrity aspectis primarily achieved throughdefining
integrity checksprovidedby DBMS, suchasintegrity rules,
triggers,andstoredprocedures.

Availability aspectdependson the stability of system
componentsn every tier. In our systemweb-serer and
DBMS will restartin caseof crash.

Developmentof the secureWeb-basedapplication is
continuousprocess,but still completelysecuringa com-
puteragainstunauthorizediccesss extremelydifficult.



6. Conclusion

In this article we have presentech Web-basedapplica-
tion for medicalteleconsultation.The applicationis under
development.Systemaimsat providing medicalteleconsul-
tation betweenphysiciangon islandandotherrural areas)
and large medicalcenters. It reducesrisk to patientwho
cannotbetransportediueto medicalproblems discomfort
dueto travel, andhealthcarecosts(eliminatesthe needfor
travel).
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