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Abstract: East Adriatic coast is characterized by a large number of idands that have
always presented a challenging task in implementation of efficient health care
in this part of Croatia. One of the most difficult problems is absence of
medical specialists because specialist practices on islands are not financialy
self-sustainable. In particular, successful implementation of health care on the
North-Adriatic idands of Cres, Mdi Losinj, and neighboring islands has
shown to difficult, especialy during the high tourist season when the island
population becomes much larger then during the out-of-season period. In this
paper, we present a web-based system for medical teleconsultation support
on islands and other rural areas. The system provides general practitionerson
islands with tools to communicate patient information to specialists, typically
located in large mainland medical centers. The system supports transport of
multimedia medical information. Speciaists use the system to transmit medical
consultation back to the referring physician. Special attention is paid to
security aspects.

1. INTRODUCTION

Providing hedth care services in rurd areas has shown to be a
chalenging task. Low concentration of population makes hedth care
indutitions not self-sustainable so typicaly only smal ambulances with
generd practitioners are available in rura aress. In such situation, one of the
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biggest problems is lack of medica specidists. Patients requiring specialist
opinion mugt travel to distant medical centers in big towns which is often not
feasible due to the patient state or in medical emergencies. Such state of
affairs can be dramatically improved by use of electronic means of
communication. Rapid Internet development in recent years has made
possible new medica applications including telemedicine [1,2]. Telemedicine
helps connect rura areas to large medica centers through exchange of
medical information between distant locations.

In this paper, we describe a web-based system for medical
teleconsultation between small idand medica centers and large medica
centers located in towns. The system is currently under development. In
Section 2, we describe the concept of the system. Details of database
implementation are presented in Section 3. User interface and security
aspects are discussed in Sections 4 and 5. Conclusion is given in Section 6.

2. VIRTUAL POLYCLINIC SYSTEM CONCEPT

21 M otivation

Lack of medical specidists in rural areas such as idands is a motivation
for distant consultation of specialists in large medical centers. Croatian coast
of Adriatic seais characterized by a large number of idands many of which
have population permanently living there. During the high tourist season there
is a large increase of population also requiring medica services. Genera
practitioners and internists require opinion of speciaists in order to provide
higher quality hedth care. Conventiona procedure requires that the patient
travels to a distant medica center. This is often impossible due to a high
patient risk, or weather and sea conditions. When transport is possible it
represents additional expense that has to be refunded through the hedlth
insurance system. If we were able to eliminate need for travel, it would be
very beneficia medicaly and financially.

In this paper we describe Virtua Polyclinic (VP), a web-based system
that integrates a multimedia teleconsultation system and an Internet-based
health record system. VP helps eliminate the need for travelling between the
Croatian idands and large medica centers. VP alows physicians to request
and obtain medical consultation from specialists over the WWW.

Security is a very important aspect in many applications of Internet today
such as e-commerce and e-medicine. VP employs many techniques for
protecting patient privacy. These techniques include data encryption, user
authentication, audit procedures, and database integrity protection. The
developed system provides a high level of security.
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2.2 Virtual Polyclinic System Architecture

VP system consists of aweb server and a database server. Web server
provides interface to users who access the system over the web. A database
is used to store dl information in the system. The system isimplemented on
Linux platform.

The web server is Apache [5], extended with mod_python for dynamic
content, and with mod_sd, which interfaces Apache with OpenSSL library,
for secure authentication and data encryption. Webpage formatting is handled
by XSLT (XSL Transformations) [6]. Mod_python transforms the output
from SQL queries into raw XML trees, which are transformed into XHTML
by Sablotron XSLT processor using the stylesheets. This way, web page
design is separated from web page content. PostgreSQL [7] isused as a
database server. It isinterfaced to Python via the built-in python module. The
architecture of the VP system is shown in Figure 1.
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Figure 1. Block diagram of the Virtual Polyclinic system architecture.
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3. DATABASE DESCRIPTION

In this section we describe the structure of the database, which isused in
VP system. The database can be divided in two main parts. The first part
stores teleconsultation data while the second part contains electronic health
record data [3]. The database contains:

User (physician) data, which contains user 1D, personal information,
medical specialization, login, and password

Audit information about user access to the system (user identity,
actions taken)

Teleconsultation requests which are being sent by physicians

Patient records which consist of: persond information, immunizations,
medications, alergies, laboratory results (text, images), problem ligt,
and hospitd visits

The patient information is recorded through time, so a common attribute
of al mentioned data is date and time. Entity-relationship (E-R) mode [4] is
shown in Figure 2. Note that most of the relationships are binary (only one is
reflexive).
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Figure 2. Entity-relationship (E-R) model for VP database.
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E-R diagram shows entities and how entities are mutually related, e.g.
entity SPECIAL and entity DOCTOR (stands for specidization) are related
through relationship DOC_SPEC; mapping between entities is 1N, which
means that a physician is specidist in only one area, but severa physicians
can specidize in asingle area. In the same manner we can describe most of
the other relations between entities.

One specid relation mentioned above is reflexive relationship, in our
E-R diagram reflexive relationship is HAS REPLY, and it is connected with
entity MESSAGE. In this case reflexive relaionship is used to show that
entity MESSAGE can have replies, replies have same attributes as
MESSAGE so entity MESSAGE have two roles, the first as message and the
second as reply.

4., WEB-BASED USER INTERFACE

User interface for VP modules is based on WWW technology. In this
way, user only requires Internet browser to use the system. This approach
provides platform independence of the devel oped system.

The system is accessed by opening the initial web page where user
authentication is performed. This page is accessed using SSL protocol to
ensure secrecy of exchanged information. The user provides hisher
username and password to access the following pages. The initial web page
isshown in Figure 3.

Virtual Polyclinic
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Figure 3. The authentication web page.
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4.1 Teleconsultation M odule

Teleconsultation module provides users with functiondity required to
conduct remote teleconsultations. A teleconsultation request contains
information about the patient which is located in eectronic patient heath
record and a note from referring physician describing the request.

To achieve minima response time the physician is dso notified of a
pending consultation request by means of GSM SMS (short message
service). In this way, the physician receives notification about the request on
his mohile phone.

User interface of the teleconsultation module consists of a set of web
pages visited by the user. The initia page is shown in Figure 4.
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Figure 4. T eleconsultation module main page.

4.2 Electronic Health Record M odule

Patient record as a data structure that helps to describe important facts
considering patient’s heath has been used since the fifth century B.C. when
Hippocrates proposed purpose of the mtient record. His observations were
noted in chronological order, so this type of record is called time-oriented
medical record. Improvement of the medical record organization lead to
source-oriented and problem-oriented medica record (for details see [3),
where data within sections are in chronological order.
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Our implementation of an electronic patient record is based on the source-
oriented concept. According to that concept the record content is structured
according to the method by which it was acquired, e.g. laboratory results,
alergy information, etc. Data within each source is organized in chronological
order.

VP eectronic health record module provides functionality for maintaining
patient records. It enables users to add, edit, and delete patient record. For
security reasons it is not alowed to edit certain fields in the patient record
containing medica information.

User interface of eectronic health record module is realized as a set of
web pages. The initia page is shown in Figure 5. The user can access pages
for adding, editing, and deleting record by visiting the appropriate link on the

page.
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Figure 5. Electronic health record main page.

5. SECURITY CONSIDERATIONS

51 Secrecy issues

Authentication is handled via smple login prompt. The security of this
phase is ensured using SSL (Secure Socket Layer) encryption. Passwords
are not saved on the client (via cookies) to prevent password stealing.

In the current system, the authority space is 'flat’ - in other words, each
user has the same level of access. This may change, depending on the
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requirements. Database itself controls the privileges. System administrator is
required to have physical access to the database server.

Accountability aspect is handeled in the following way. Database uses
stored procedures to log al the transactions (and al the database access goes
via stored procedures). The webserver does not alow access that does not
get logged (still, gaining root access on the webserver may allow the cracker
to attack the database itself).

Database has integrity checks implemented, up to the limitations of SQL.
Thisincludes referential integrity checks. SSL protects data integrity in transit
(including martin-the-middle attacks).

To protect confidentiality the dataiis only served to authorised users, using
the authorization scheme described above. SSL is used to encrypt the server
responses in trangit.

To ensure database protection we have used the following methods.
Database is on a separate machine, which does not have direct network
access (it is firewalled and limitted to the access from the webserver itself).
Gaining the root access on the server may ill adlow the attacker to
compromise the database, however, this is up to the webserver security

policy.
5.2 Availability

In the current implementation, availability of the server depends on the
stability of the individua components (specifically, apache, mod python and
python). There webserver will restart itself on crash.

Database availability is also entrusted D the database implementation,
with watchdog for restarting. Due to 3phase commits, in case of database
failure, at worst a small number of transactions may be logt.

Database integrity is ensured by updating using strict transactional
approach. The database can not end up in non-consistent state (this includes
failure of access logs to update), except on storage hardware failure. Regular
backup schedule is handled by the database server.

6. CONCLUSON

In this paper we have presented a web-based system for medica
teleconsultation and Internet-based health record that was developed for
medical teleconsultation support on Croatian idands. The VP system is
currently under development. The system is not limited to idand-to-mainland
teleconsultations but can aso be used in other rural areas where specialist
consultation is required. The VP system reduces risk to patients who cannot
be transported due to medical problems. For patients who can be transported
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it reduces discomfort due to travel. VP also reduces health care costs since it
eliminates the need for travel.
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