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We consider some properties of timed models for protocol specification and ve-
rification and address the non-trivial relation between models with discrete time and
models with continuous time. Although discrete time is suitable for some applications
such as [7], it is just an abstraction of physical time. In other instances normal physical
reality plays an essential role. This is the case with cyber-physical security protocols
which take into account the physical properties of the environment where its protocol
sessions are carried out. For instance, Distance Bounding Protocols such as [1] are
cyber-physical security protocols which infer an upper bound on the distance between
two agents from the round trip time of messages. The common feature in most cyber-
physical security protocols is that they mention cryptographic keys, nonces and time.

We investigate the motivation and the need of using continuous time models in
protocol verification instead of the more simple discrete ones and show that in protocol
verification these models behave differently.

In our recent work [5, 6] we presented some first steps towards building gen-
eral timed models for cyber-physical security protocols verification. We proposed
a language based on multiset rewriting which extends the security protocols frame-
work [2, 4] with continuous time. We also proposed a novel intruder model based on
the Dolev-Yao [3] which takes into account the physical properties of the environment
that the intruder is in. We then showed that the reachability problem for Bounded Mem-
ory Cyber-Physical Security Protocols in presence of a Memory Bounded Intruder is
PSPACE-complete [5, 6].

We show that protocol verification models with discrete time behave differently
when compared to models with continuous time. In particular, there are protocols for
which no attack can be found when using a model with discrete time, but there is an
attack when using a model with continuous time (or even dense time). This means
that, in general, one has to be careful when using models with discrete time in protocol
verification as such models may not able to expose some protocol security flaws that
models with continuous time would show.

We illustrate the main subtleties by adding the dimension of time to the original
flawed Needham-Schroeder public key protocol. We address the basic issues that arise
in the formalization of protocols with explicit time, namely the time-sensitive features
such as the network delays and participants’ processing time are taken into account.
Also, protocol execution depends on the round trip time of messages by means of
measuring the response time.

The intriguing result is that this Time-bounding Needham-Schroeder protocol is
secure in the discrete time model, while it is insecure in the continuous time model.
We consider various scenario assumptions and show that the security properties of our
Time-bounding Needham-Schroeder protocol depend on whether time is considered
discrete or continuous as well as on network delay and internal processing time.

These results hold already with respect to an adversary which is able to intercept
and send messages, as well as encrypt and decrypt messages providing he has the cor-
responding keys. Such an adversary does not need to manipulate various submessages
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or even create fresh values. Here, as all the participants in the protocol execution, the
adversary is subject to non-zero network delays and non-zero processing time.

The actual difference between discrete and continuous time models lays in the fact
that inbetween two moments in time, an unbounded number of timed events are possi-
ble within continuous time, whereas only a finite number of acts could happen within
discrete time model. In other words, discrete time models implicitly impose lower
bounds on transmission and processing time. This is not the case in models with con-
tinuous time. Indeed, continuous time (or even dense time) allows us to not have such
bounds. Nevertheless, lower bounds for delays for both processing time and for traver-
sal time can be introduced in continuous time models. We investigate such scenarios as
well, and show that there is a difference between the models even with lower bounds
imposed.

In the future work we plan to consider extensions and alternative intruder and pro-
tocol models reflecting various technologies and e.g. scenarios with agents that are
allowed to move. Another assumption of our model is that all agents share a global
clock. Although this is reasonable for some applications, such as distance bounding
protocols, it is not the case for others such as Network Time Protocols.

Finally, we point out that no rescaling of discrete time units removes the presented
difference between the models. Namely, for any discretization of time, such as days,
seconds or any other infinitesimal time unit, there is a protocol for which there is an
attack with continuous time and no attack is possible in the discrete case. This novel
result illustrates the challenges of timed models for cyber-physical security protocol
verification.
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