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 

Abstract — Distributed denial of service attacks represent 

continuous threat to availability of information and 

communication resources. This research conducted the 

analysis of relevant scientific literature and synthesize 

parameters on packet and traffic flow level applicable for 

detection of infrastructure layer DDoS attacks. It is concluded 

that packet level detection uses two or more parameters while 

traffic flow level detection often used only one parameter 

which makes it more convenient and resource efficient 

approach in DDoS detection.    

Keywords — traffic flow, network packets, network 

security, resource availability, anomaly detection 

I. INTRODUCTION AND RELATED RESEARCH  

 istributed denial of service (DDoS) are coordinated 

attacks by a large number of terminal devices in the 

function of degrading the quality of an information and 

communication service or other resources or completely 

disabling access to it. Given the simplicity of their 

implementation, these attacks have been steadily 

increasing over the past ten years. The consequences of 

DDoS attacks have the potential of business continuity 

disruption, loss of credibility and ultimately financial loss. 

Particularly important are new information and 

communication environments such as critical infrastructure 

management, smart cities, traffic management systems and 

autonomous vehicles with the use of the concepts of 

Internet of Things and Cloud Computing, where 

unavailability of the service with financial losses can 

adversely affect the safety of people. More frequent 

application of information and communication 

technologies and services in these environments requires a 

high level of service availability. As a consequence, the 

negative impact of DDoS attacks and the damage caused 
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by such attacks are growing.  

TABLE 1: PARAMETERS USED IN DDOS DETECTION 

Research 

Packet / 

traffic 

flow 

level 

Selected 

parameters 

Number of 

parameters 
Used method 

Detection 

accuracy 

[1] packet 

source IP 

addresses, 

ID, 

sequence 

number, 

source/desti

nation port 

numbers 

5 

Artificial 

neural 

network 

98% 

[2] packet 

 

packet 

arrival time, 

source IP 

address, 

destination 

IP address, 

protocol, 

packet 

length 

5 

Artificial 

neural 

network 

82,1% - 

95,6% 

 

[3] 

 

packet 

 

Time to Live 

(TTL), 

source IP 

addresses 

 

2 

Support 

vector 

machines / 

Multilayer 

perceptron 

 

98,42% -

99,39%  

[4] packet 

 

protocol, 

destination 

port, number 

of 

connections, 

packet 

length 

4 
Fuzzy Q-

learning 
88,77% 

[5] packet 

 

number of 

packets, 

number of 

bytes 

 

2 

Multivariate 

data 

analysis 

97,53% - 

98,6% 

[6] packet 

source IP 

addresses, 

source 

country, 

source port, 

destination 

port, 

protocol, 

SYN flag, 

ACK flag, 

RST flag, 

packet 

length, TTL, 

time interval 

between two 

packets 

11 

Decision 

tree / Naive 

Bayes 

98% - 

99% 

[7] 
traffic 

flow 

packet 

interarrival 

time 

1 

Function 

approximati

on methods 

for Hurst 

parameter 

estimation 

50% - 

100% 

[8] 
traffic 

flow 

number of 

packets in 

time 

1 
Naive 

Bayes  

 

85% -

95.93% 

 

[9] 
traffic 

flow 
flow count 1 Fast entropy N/A 
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Given the negative effects of DDoS attacks, there is a 

need to explore methods and ways of detecting them. The 

most common detection methods are based on detecting 

anomalies in network traffic due to the ability to recognize 

new and currently unknown attack patterns. 

By analyzing the previous, relevant researches carried 

out in the area of development of the DDoS detection 

methods, table 1 was generated. Researches using network 

packets and traffic flow parameters for the purpose of 

DDoS attack detection where analyzed. Included 

researches provide approximately the same detection 

accuracy.  The table contains parameters used for detection 

purposes, total number of used parameters, detection 

method, detection accuracy, and level at which detection is 

performed (packet level or traffic flow level). 

The table shows the frequent use of particular 

parameters such as source and destination IP addresses [1], 

[2], [9] and source and destination ports and protocol [1]. 

The parameters used depend on the type of DDoS attack 

that is being detected, but also on the methods used for 

detection and are significantly different depending on the 

research. 

The aim of this research is to provide insight and 

synthesis of packet and traffic flow network parameters 

that can be used to develop new DDoS attacks detection 

models. 

II. TAXONOMY OF DDOS ATTACKS 

Network based attacks are identified as anomalies of 

network traffic [10]. Anomalies are network traffic 

patterns that differ in relation to previously defined 

patterns of normal traffic.  

 

TABLE 2: TAXONOMY OF DDOS ATTACKS BASED ON TCP/IP 

LEVEL 

 

Denial of Services implies a general class of network-

based attacks targeting the availability of information and 

communication resources. The DoS attack implies one 

source that generates traffic to the destination in order to 

exploit its capacity limitation and causing the 

unavailability of the information and communication 

resource. Technological development, encompassing the 

development of devices with greater network processing 

capabilities, reduces the effectiveness of DoS attacks. This 

implies that one device has no ability to generate sufficient 

traffic that would result in congestion at the destination. 

For the purpose of increasing the amount of traffic that is 

directed towards the attack goal, DDoS attacks are being 

applied.  In DDoS attacks multiple devices are coordinated 

with the aim of directing a large amount of traffic to the 

desired destination [11]. 

DDoS attacks can be divided depending on the TCP / IP 

(Transmission Control Protocol / Internet Protocol) layer 

targeted by the generated traffic as shown in table 2. 

Therefore, they are divided into those directed to the 

infrastructure layer (data and network) and directed to the 

application layer [12]. The SYN flag represents one of six 

possible TCP header flags (ACK, SYN, URG, FIN, RST, 

and PSH) whose function is to synchronize sequential 

packet numbers when initiating a TCP session, and it is 

often used for implementation of DDoS attack. Except the 

SYN (which is the most common variation of DDoS attack 

according to [13]) and other TCP header flags table 2 

shows other protocols or protocol parameters that were 

used in DDoS attacks based on infrastructure and 

application layer. 

According to [13] attacks are more often directed 

towards the infrastructure TCP / IP layer. The share of 

such attacks is 99.43%, while the application attack share 

is 0.57% [14]. The reason for the presented relationship is 

potentially the result of less complexity of implementing 

infrastructure-based DDoS attacks compared to 

application-based. The above shows the need for intensive 

research and development of methods of detection of an 

infrastructure-based DDoS attacks. 

III. APPLICABLE PARAMETERS IN THE DETECTION OF 

INFRASTRUCTURE LEVEL DDOS ATTACK 

Since the first occurrence of DDoS attacks, numerous 

methods have been developed for detecting it. Detection 

methods can be segmented into two primary classes. The 

first class includes pattern-based methods. The above 

methods are based on the comparison of incoming traffic 

with pre-defined profiles and samples of known network 

anomalies corresponding to DDoS attack. The primary 

deficiency of the said detection class is the inability to 

identify new, unknown attacks [15]. 

The second class of detection methods implies detection 

of anomalies in network traffic. The advantage of this class 

of methods and the reason for their frequent use is the 

ability to detect so far unknown attacks. The working 

principle of anomalies based detection methods is the 

comparison of incoming traffic with previously defined 

normal traffic according to certain parameters of network 

packets or traffic flow [16]. Selection of parameters to be 

used is a key component for achieving an effective system 

of DDoS attacks detection. According to [17] number of 

used parameters must be as low as possible and it is 

necessary to use parameters that have the greatest impact 

when detecting network traffic anomaly.  

Denial of service attack 

Single source denial 

of service attack 

(SSDoS) 

Distributed denial of service 

attack (DDoS) 

Infrastructure 

level 

Application 

level 

TCP SYN HTTP GET 

UDP Flood  

UDP Fragment HTTP POST 

NTP  

TCP ACK PUSH 

DNS  

ICMP HEAD 

SSDP  



A. Source and destination IP address parameters 

The source and destination IP addresses represent one of 

the required packet header parameters and are often used 

as DDoS attack detection. Examples of using these 

parameters are seen in the research [1], [2], [9] shown in 

table 2. Research [18] uses the destination IP address as a 

parameter for calculating entropy based on which the TCP 

SYN DDoS attack is detected. In mentioned research, the 

destination IP address is the target address and represents a 

constant causing entropy drop during the attack. 

B. Protocol and packet length parameters 

Although often use in various research such as [2] and 

[4], protocol as a parameter do not have major impact on 

detection of DDoS attacks. For example TCP SYN DDoS 

attack use the TCP protocol like most of the other packets 

representing legitimate traffic. Unlike protocol, packet 

length parameter have great impact on DDoS detection 

possibilities. Attack packets often have similar or equal 

lengths. That characteristic can be used in entropy based 

DDoS detection [18].  

C. Time to live parameter 

Time to live (TTL) is a packet header field that 

preserves value representing the number of nodes packet 

passed from source to destination. This parameter can be 

used for detection of spoofed IP address often used in 

DDoS attacks [3], [19].   

D. Number of packets parameter 

Number of packets is a parameter often used in 

detection of UDP based DDoS attacks [5], [20], [21], [22].  

According to [22] even though UDP does not provide 

confirmation about delivery, in legitimate UDP application 

mechanism is implemented for ensuring that the other 

party is receiving or sending packets. Mentioned implies 

that, under normal circumstances the packet rate in one 

direction is proportional to the packet rate in other 

direction.  

E. TCP header flag parameter 

Header flags of TCP packet header is often used for 

DDoS attack on infrastructure level so number of research 

are using this parameter in its detection [6], [23]. Example 

of such attack is TCP SYN DDoS flood where attacker is 

taking advantage of TCP handshake process shown in Fig. 

1. In shown scenario attacker initiates TCP handshake 

process by sending TCP packet with SYN flag. Destination 

server allocates large number of DDoS attackers’ defined 

amount of resources and response with TCP packet 

containing SYN ACK flag. Instead of finishing TCP 

handshake process, attacker gives no response and 

destination server keeps allocated resource. With large 

number of DDoS attackers it is possible to use entire 

server capacity causing its unavailability for legitimate 

users. 

  Use of TCP packet header flag parameter can be seen in 

research [23] where the CUSUM algorithm (common 

algorithm in statistics processing) is detecting change in 

sent and received TCP packets with SYN flag. 

 Research [18] also uses mentioned parameter entropy 

calculation. During DDoS attacks entropy of SYN flag 

parameter is in decline because of continuous repetition of 

TCP packets with active SYN flag. 

F. Parameters on traffic flow level 

Traffic flow is defined as the unidirectional series of IP 

packets containing the same source IP address, source port, 

destination IP address, destination port and protocol [24]. 

Aggregated flows have a larger number of packet 

information that reduces the amount of monitoring data 

which is why traffic flow parameters are often used in 

DDoS detection [9]. Flow count is one of the used 

parameters in DDoS detection seen in [9]. In 

aforementioned research fast entropy is calculated of flow 

count for each connection. Another parameter on traffic 

flow level used is number of packets in time seen in [8]. 

Collected traffic samples are then transformed in matrices 

using discrete Fourier transform and discrete wavelet 

transform. Given matrices are then used for developed 

naïve classifier method. 

IV. DISCUSSION AND CONCLUSION 

This paper presented parameters on packet and traffic 

flow level that can be used in detection of infrastructure 

layer DDoS attacks. Identified parameters do not represent 

the final list but only those that authors find relevant 

trough actual scientific literature analysis.    

 From presented research it can be concluded that packet 

based detection requires aggregation of multiple features 

for efficient detection. Current stand in research is that 

number of used parameters needs to be as low as possible. 

But with development of IC technologies which supports 

higher speed of traffic processing it is, or will be in near 

future possible to use larger number of traffic parameters 

for real time detection of DDoS attack.  

DDoS detection based on traffic flow requires 

considerably less parameters (most often one) for 

developing efficient DDoS detection model. According to 

aforementioned traffic flow based detection presents more 

convenient approach which will require less processing 

resources currently resulting in more efficient DDoS 

detection. 

In future work it is planned to use identified parameters 

in development of new, efficient detection model that will 

be able to detect the infrastructure layer DDoS attacks.  
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