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1. Introduction 
With the development of electronic communication and their growing presence (integration) in the 
business world more and more problems are occurring in the protection of sensitive information and 
documents. Events such as data theft, leakage of trade secrets, forgery of documents and similar abuses, 
present security challenges for companies to protect their digital information. A notable increase in 
unauthorized access to data has been registered, both for legal entities (not just large corporations and 
institutions) and individuals, especially public figures. A large number of devices with Internet access, 
low levels of education, low or no concern about the safe storage of documents, leads to great exposure 
to potential attacks. Industrial espionage is a growing field, strained relations between countries or 
between a corporations, led to increasing concern regarding the safety of company documents. Despite 
the global pursuit of green IT, for the above reasons, the business entities are still required to keep all 
its critical documents in written / paper form. 
In order to ensure secure printing, a new approach is needed. In this paper development of a device that 
provides a new IT services and business process in the area of secure printing will be described. The 
device provides the solution for the problem of secure printing of confidential documents, by preventing 
forgery and ensuring the authenticity of the original digital document. Various deployment solutions for 
implementing the IRD SPB device in enterprise environment are explored. The device itself is designed 
and created by the authors of this paper. 

2. Development of the IRD SPB Device 

2.1 Why do we need a secure print device - effects of forgery 

Document forgery is a problem in almost any area of today business, but also in governmental 
institutions. As increasing amounts of valuable information are produced and persist digitally, the ability 
to determine the origin of data becomes important [Hasan et al. 2009]. The effects of forged documents 
could be devastating. European Anti-Fraud Office (OLAF) produces a series of reports which describes 
among other crime activities, document forgery. One such example was presented in Report from 1995 
where forged certificate allowed enterances of a large quantities of non-certified food inside EU (Report 
1995, Chapter 6, Section 1.1.2). In Report for year 2014, total established amount of TOR (revenues) 
was EUR 22.9 billion from which EUR 957 million was marked as irregular (fraudulent and non-
fraudulent). From that amount, the total value of fraudulent operations was estimated for total of EUR 
157 million. Most of fraudulent operations involved smuggling goods which was conducted by forging 
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documents, declarations or item quantities (Fight against Fraud Annual Report 2014, Section 2.3, 3.3). 
This is presented in Figure 1 which shows relation to number of fraudulent cases and amounts in Euros. 

 
Figure 1. cases reported as fraudulent and the related established amount (2010-2014) 

There are also other types of forgeries that happen in everyday life which could be read in the local 
newspapers or heard on radio or TV broadcasts. Most of this forgeries can be grouped in some of the 
following categories: Forging diplomas for gaining personal competences or for participation in job 
applications; Forging legal contracts for acquiring improper payments or providing evidence of 
ownership; Forging identification documents for gaining access to privileged information or events. 
Regardless of category, forgery is one of the most dangerous criminal activity, due to fact that its 
consequences affect society both in economic and social terms. 
To be able to prevent forgery of documents a strong protection system must be placed. Printing 
protection mechanism need to have ability to verify authenticity using non-destructive analytical 
method. The use of non-destructive analytical methods, in cases where the authenticity of documents is 
questioned, is essential in litigation processes, where the evidence must be preserved [Silva et al. 2014].  

2.2 Selecting method for printing protections 

There are many papers and researches describing available methods of printing protection. Each and 
every method has it own advantages over other, which makes selection process of protection mechanism 
crucial part of designing security system. One such reference is available through official web pages of 
Council of European Union under Documents and Publication sections (Public Register of Authentic 
Identity and Travel Documents Online) named PRADO Glossary. The glossary itself does not provide 
scientific description of protection mechanisms, but it provide a reference for over 100 protection 
mechanism with simplified explanations along with graphic examples. After selecting several 
candidates for protection method, final process for determining a correct printing protection is to put 
each method in context of documents type being printed as well as background environment in which a 
verifications of printed documents will occur. Although not mentioned in PRADO Glossary, main 
method for constructing a security device was based on InfraRedesing® protection mechanism, as it 
best fits in device environment in both cost, security, usability and verification areas. Along with 
InfraReddesing® other protection methods like Guilloches / fine-line patterns and Microprint. 
InfraRedesing® protection itself will be described in following sections. 

2.3 Device requirements 

Good secure printing solution should be able to fit in almost any environment while providing the 
following features: 

 Efficient print protection mechanism and non-destructive verification procedure 
 Affordable cost of implementation regardless the scale of implementation 
 Usability of printing solution regarding users, document types and company infrastructure  
 Security of device itself 
 Enhancing a business process by improving print workflow 

Most of existing printing protection systems requires expensive and extensive implementations, along 
with complex forensics detection for determining authenticity. In addition, they are somewhat limited 
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to particular environment or scope of document usage. One of the purposes of building new printing 
solution is to mitigate some of these shortcomings.  

2.4 IRD SPB device - what is it and how it works 

IRD SPB is an abbreviation for InfraRedesign ® Security Print Box. One of main features of device is 
its usability. Usability of device is a measure that describes overall efficiency, usage patterns, and 
satisfaction with which users can achieve their printing tasks. With usability in mind, the device is 
configured as a plug-and-play network service for secure printing with the ability to integrate with other 
line-of-business (LOB) processes. The device is preconcert to provide a self-service printing and 
potentially LOB capability to the users. Depending on the design of the housing, the device comes in 
two variants: desktop and kiosk. The desktop is intended for the usage in offices and similar private 
areas where a limited number of users should have access to print secure documents (physical access), 
whereas the kiosk is designed for use in public places, such as the Hall of the Faculty or lobbies, hospitals 
or similar public institutions. Figure 1 shows both variations of the device.  

 
Figure 2. IRD SPB devices (desktop left, kiosk - with LOB integration - on the right) 

Secure print is achieved by using the InfraRedesign ® technology. InfraRedesign ® (IRD) protection 
technique is based on printing double pictures, which can be detected by using different wavelengths of 
light in range from 450 nm to 1000 nm. Protection is achieved by masking the hidden image within the 
printed images, using the IRD technique with three filtering: 570nm, 715nm, 1000nm [Žiljak et al. 
2009]. In this way, one stamped image contains the information about the two images. One visible to 
the human eye and the other that is visible only in the NIR (Near InfraRed) part of the spectrum. 
Detecting IR recall is possible only with instruments that "see" in wavelengths above 700 nm and 
convert the IR graphics into the area visible to the human eye [Pap et al. 2010]. In this way stamped 
image cannot be copied, as in the very act of copying it, the hidden picture would be lost. InfraRedesing 
® allows secure printing by using set of patented system drivers which are able to print pictures in 
Infrared side of spectrum, while allowing a non-destructive, cost effective and time efficient process for 
verification of the documents. The verification procedure involve use of any kind of infred capable 
camera to see hidden picture. By using InfraRedesing® protection and its non-destructive verification 
the device meet requirements for efficient printing protection mechanism. 
The device consists of a series of components that, linked within an enclosure, represent a complete 
solution. The hardware components that make up the device are the IRD compatible printer, the print 
controller (PC), firewall device with LAN and Wi-Fi ports, and optional monitor with a touch-screen 
support. The software configuration of the device depends on its type of implementation, and is based 
on a client-server network architecture. All of these components are in price range of quality desktop 
PC which allows device to satisfy a feature of affordable cost of implementation. This is further excelled 
in complex environments where multiple devices are required to achieve secure printing solution. These 
scenarios will be introduced later in the paper. 
In addition to protection by InfraRedesign ® technology, the IRD SPB supports protective mechanisms 
at a network level. This is achieved by using an encrypted communication and by integration with the 
authentication and authorization systems available on the network. Due to these features, it can be said 
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that the IRD SPB supports complete end-to-end protection for printing confidential documents. To 
accomplish end-to-end protection it is essential that only the authorized users, with appropriate 
permissions, can print documents through use of an encrypted network transport. By use of firewall 
capabilities, network communication can be further reduced to match required level of company security 
policies. These printed documents are further protected against unauthorized duplication and misuse by 
InfraRedesign ® technology. The device itself is protected by using intrusion prevented enclosure by 
means of hard lock and key mechanism, also by using a password protected BIOS on print controller, 
any additional input device is also disabled on the working unit. Second layer of protection is hard drive 
encryption by using algorithms built on top of TPM chips that is present on device motherboard. Final 
protection is achieved by destructive method of erasing a patented system drivers if a disk should be 
booted from non-origin operating system platform which would render a useless device to attacker. 

3. Elaboration of IRD SPB secure printing solution 
The IRD SPB appliance has a high degree of flexibility in terms of integration into the business 
environments. Through software configurations, IRD SPB solution can meet most of business’ demands, 
which may arise from existing network environment, or from the specific business processes. With 
integration in mind, it is necessary to address the possible changes in bussiness process of printing secure 
documents. Since printing process is closely related to integration process, it will slightly differ for each 
type of implementation. The following section presents some of the possible ways for implementing the 
IRD SPB solutions and compare two most frequently used scenarios: the stand-alone IRD SPB device 
and cloud-based IRD SPB solution. 

3.1 Comparison of stand-alone IRD SPB and cloud-based IRD SPB solution 

With the implementation of a stand-alone IRD SPB devices, all processes related to the secure printing 
are undergone on the device itself. In this scenario, no additional preparation, or interventions on the 
network level are required. The appliance connects to the local network, after which the users connect 
to the ip address of the device via wire or wireless connection. After connecting to the appliance, each 
user, depending on the assigned permission, can use the secure print. This method of deployment is 
suitable for small companies with a relatively simple network environment, and does not require a 
significant investment and long implementation time. 
On the other hand, the idea of secure printing with cloud-based IRD SPB solution is designed based on 
the existence of a central print server. In this way, additional features are introduced such as encrypted 
communication and support for high volume printing. The print server can be, but does not have to be 
physically in the same location as the IRD SPB device, neither is it necessary that the server is owned 
by a company that uses the secure printing solution. From the perspective of the end user, the print server 
is abstract and is located in the cloud. Communication between the print server and the IRD SPB is 
ensured by using the device's encrypted connections. The scheme of the both solutions is shown in the 
figures below [Žiljak et al. 2015]. 

 
Figure 3. Stand-alone IRD SPB device                   Figure 4. Cloud-based IRD SPB solution 
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In Figure 3 there are noted several steps that are acieved during implementation phase for establishing 
a secure print in cloud based solution. These steps are performed by deployment team without any user 
intervention. In each of these steps following actions occurred: 

 Step 1: Using VPN component of IRD SPB appliance secure VPN connection is established 
between IRD SPB appliance and Cloud print server  

 Step 2: Client PC connected to local newtork switch contact Cloud print server IRD SPB 
appliance as a proxy gateway, and create a print job 

 Step 3: Print job created on Cloud print server is delivered over VPN connection to printer 
component of IRD SPB appliance and is printed with IRD protection  

A comparison of the features of both systems is shown in the following table.  

Table 1. Comparison of features 

Feature / Device type Stand-alone IRD SPB Cloud-based IRD SPB  

Authorization   

Authentication   

Monthly reports   

Print history   

Encrypted communication   

Remote printing   

Scalability   

High volume printing   

Device monitoring   

Complexity    

Cost   

Maintenance   

 
From the table it is evident that the cloud-based IRD SPB system brings more features, but it also takes 
more time and resources for the implementation of the services. 

3.2 Possibile scenarios for implementing the IRD SPB cloud printing solution 

Besides the previously described cloud-based IRD SPB solution, in which one office is connected to 
one appliance, there are other forms for implementing the IRD SPB cloud solutions. These are results 
of adaptation to the organizations' different business models. In these scenarios the IRD SPB device is 
deconstructed to its primal components and rebuild decentralized with addition of only required 
components of complete IRD SPB appliance to achieve required business goal. By using this tehnique 
cloud implementatition is able to furter reduce cost of implementation. Two of these forms are shown 
in following figures. 

 
Figure 5. Logical connection for connecting           Figure 6. Logical connection for connecting  
  multiple offices with one IRD SPB device         multiple offices and printers at the same location 
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The scheme in Figure 4. shows the IRD SPB device in a company with multiple offices and computers. 
In this scenario, the company has one physical location with more separate logical units (sales, service, 
administration...) that are physically separated one from another (multiple floors in the same building, 
several object in a business complex...). This solution requires an established LAN infrastructure in 
which IRD SPB appliance is connected to all client devices. The proposed solution is recommended for 
companies that want to leverage the benefits of the cloud-based IRD SPB solution while retaining the 
ease of maintenance, and minimizing the cost of implementation. 
The scheme in Figure 5. shows a company with multiple offices and computers connected to multiple 
IRD SPB devices. Although a lot of offices can be seen in this scenario, the system can also be 
implemented in companies with only one office. By using mulitple devices we can achieve redundacy 
and also get better speed of printing. On the scheme, it is evident that the IRD SPB devices are physically 
separated from each other, but they can also be set side by side, or put in pairs for each office. Redundacy 
is critical for business that have high printing demands, so that failure of one appliance does not 
influence the whole business productivity. When establishing the redundant configuration, a couple or 
more IRD SPB appliances are logically grouped into a single printing unit. Users' print tasks are sent to 
that unit, which are then printed on any of appliances available in the group. For this scenario, it is 
recommended that the print server is installed at the premises of the company.  
In Figure 6. the scheme shows possible usage of the IRD SPB devices in companies that have multiple 
locations and offices. The company itself determines which offices or which client’s computers have 
access to secure print. The print server in this scenario is located at the service provider or in a leased 
data center. This scenario is suitable for geographically dislocated businesses, who want to use all the 
benefits of the cloud IRD SPB solution without large investments and the complexity of maintenance 
and supervision. 

 
Figure 7. Logical connection for connectiong multiple locations and offices 

4. The benefits of using IRD SPB solutions secure printing 
Implementation of the IRD SPB solution in companies results in great benefits compared to the 
traditional process of printing. 

High level of security 

In the case of cloud-based scenarios, IRD SPB communication with the print server is achieved via an 
encrypted connection, which increases the security of data transfer throughout the network. In this way 
the possibility of network eavesdropping, modification and data theft is prevented. Although it is not 
common, encrypted communications can be achieved on stand-alone IRS SPB appliance as well. This 
process requires additional alterations to the appliance, and to each of the client’s computers. An 
increase in security can also be achieved by eliminating the management of print server from user's 
domain. 
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Reduced time required for service implementation 

Regardless of which deployment model is selected, companies that implement the IRD SPB solution do 
not need to invest time in development of the overall architectural design of the printing system. The 
only prerequisite for users to begin printing is to plug appliance to the company network and to connect 
over network address of appliance. With the cloud-based IRD SPB implementation, hardware 
management is also removed from company domain, and all subsequent configurations and settings are 
controlled through the remote print server. 

Reduced implementation and maintenance costs 

Since the IRD SPB cloud-based implementation does not require a purchase or maintanance of a server, 
overall cost is much less than in traditional printing server environment. The only exception is a scenario 
with local print server, which is required for companies with high printing demands. In addition to the 
reduction of the initial costs, the system benefits from a saving in the administrative effort of local staff 
needed for system maintainance. 

High flexibility of the implementation 

As shown in the document, the deployment options and application areas for IRD SPB solution, are 
flexible and can satisfy a wide range of business scenarios. Since appliance is composed of several 
modular hardware components by modifying its quantities it is possible to quicky scale solution. 

Included surveillance system 

In the traditional approach to implementation of a printing system, it is necessary to invest equal amount 
of time for auditing and reporting configuration. With the IRD SPB solution, monitoring is set up in 
advance. By using built-in monitoring system, current information about the status of the device and the 
various types of reports can be obtained. There are number of included predefined reports, such as: 
monthly reports on material consumption, the quantity of printed documents and cost trends of the 
system over a certain period of time. Besides the reports, it is possible to send notifications regarding 
the current difficulties in the system via email (toner is running low, the lack of paper, paper jam). 

Integration with existing business applications 

As the system supports data input via a touch-screen monitor, it can be used to display information from 
a web-based applications. This is especially useful for kiosk variations of systems that are at publicly 
accessible locations. Some of the applications that can be used on IRD SPB appliances are internet 
browsers, business applications, timetable apps, location maps, and other content available on general 
e-kiosks solutions. 

5. Conclusion 
Secure printing system solutions (called the IRD SPB) in private networks gives rise to a new way of 
print management in offices.The IRD SPB device introduce an enhanced business process for achieving 
both local and remote printing, along with various methods fot its implementation as an IT service. Cost-
efficiency, security, scalability and manageability are the main advantages of a system designed like 
this. Companies who have implemented the solution can rely on a secure distribution of documents, and 
can stay assured that their printed documents can always be checked for authenticity due to the built-in 
InfraRedesign ® protection. Due to its high flexibility, the system integrates seamlessly into most 
business environments, which provides companies a quick transformation and offers a solution to 
today's challenges in the field of security printing. 
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