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Abstract - This paper describes properties of graphical 
presentation of pseudorandom number generator. 
Numerous more-or-less rigorous tests for randomness are 
available in the literature, and some of them are presented 
here. It is shown that both graphical and analytical tests 
give almost equal results, but graphical tests are simpler and 
closer to human perception. Because of that properties, 
visual tests combined with simple statistics are proposed as 
optimal for undergraduate higher education curricula. 
Mentioned methods are used on multiple courses at  
professional study of electrical engineering at the 
Polytechnic of Zagreb. 

I. INTRODUCTION 

Risen in everyday higher education environment and 
practice, initiated by students’ problems, supported with 
Knuth [1] and motivated by Wolfram [2], multimedia 
modelling of telecommunication processes is illustrated 
with the case study of pseudorandom sequence (PRS) .  

Born and grown in the ICT rich environment, students 
of the present expect multimedia lecturing as common 
educational standard. Short in time and with complex 
knowledge to be presented and adopted classic teaching 
methodology as mathematical formulas and graphs is to 
be augmented with audio and visual models. Visual 
randomness tests for the PRS are better because one can 
immediately conclude from the graph whether a PRS is 
random or not.  

II. A PSEUDORANDOM SEQUENCE 

Pseudorandom number generator is a deterministic 
algorithm that, given the truly random input binary 
sequence length k, outputs a binary string l>>k appears to 
be random. The input for the generator is called a seed, 
while the output is called a pseudorandom sequence 
(PRS).  

One commonly used pseudorandom number generator 
is linear congruential generator (LCG), devised by 
D.H.Lehmer in 1948. It uses the following formula: 

K i+1= ( a • Ki + c )  mod m  (1) 

The sequence is always repetitive, but one can get a 
random looking sequence when integer numbers a, c, m 
and first number K0 )(often called seed) are well chosen. 

Example: 

If there is a four-bit computer system that uses binary 
representation for integer numbers from 0 to 15,  K0 may 

be any number (“seed“) between 0 and 15, in order to 
present  the following formula: 

 Ki+1 = ( 5•Ki + 3 ) mod 16 (2) 

Given K0 = 1, the PRS generated by (2) is:
 8,11,10,5,12,15,14,9,0,3,2,13,4,7,6,1,8,11... 

Another commonly used pseudorandom number 
generator is Lagged Fibonacci generator (LFG), which 
uses generalisation of Fibonacci sequence with formula: 

Ki=( K i-1 ○  Ki-2 + c) mod m (3) 

where ○  denotes any general binary operation 
(addition, subtraction, multiplication etc.) 

Example: 

 If there is a four-bit computer system that uses 
binary representation for integer numbers from 0 to 15,  
K0 and K1 may be any number (“seed“) between 0 and 15. 
If operation is addition, the following formula is used: 

K i=( Ki-1+Ki-2 ) mod 16  (4) 

Given K0=1 and K1=4, the PRS generated by (4) is : 
1,4,5,9,14,7,5,12,1,13,14,11,9,4,13,1...  

III.   RANDOMNESS TESTS 

Verification is needed to determine whether the 
generated sequence seems to be random or not. Due to the 
question of useful randomness, some postulates and 
theories were devised and from there various tests for 
checking the randomness of a sequence. Standard tests are 
given in the Table 1. Their combination provides greater 
reliability for the randomness evaluation. 

TABLE 1 RANDOMNESS TESTS [3] 
Frequency (Monobits) Test 

Test For Frequency Within A Block 

Runs Test 

Poker test 

Random Binary Matrix Rank Test 

Discrete Fourier Transform (Spectral) Test 

Maurer's Universal Statistical Test 

Lempel-Ziv Complexity Test 

Linear Complexity Test 

Serial Test 

Approximate Entropy Test 

Cumulative Sum (Cusum) Test 
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A. Golomb's randomness postulates 

Golomb's randomness postulates were among the first 
attempts to establish some necessary conditions for 
periodic pseudorandom sequences that seem to look 
random, but these conditions are far from being sufficient 
for such sequences to be considered random. 

If s is a periodic sequence of period N, and sequence is 
binary, Golumb's randomness postulates are as follows: 

R1: In the cycle sN of s, the number of 0's and 1's is 
different by at most 1. 

R2:  In the cycle sN , at least half the runs have length 
1, one-fourth have length 2, one-eight have length 3, and 
so on as long as the number of runs so indicated exceeds 
1. For each of these lengths, there are almost equally 
many gaps and blocks. 

R3:  The autocorrelation function C (t) is two-valued. 
That is for some integer K. 

 (5) 

B. Frequency (Monobits) Test 

The purpose of the test is defining the proportion of 
0’s and 1's for the whole binary sequence. The test 
estimates the distribution of those close to ½. The number 
of 0's and 1's in the sequence should be about the same. 
All subsequent tests depend on passing this test. 

C. Frequency Test within a Block 

This test is focused on the proportion of 1's within the 
M-bit blocks. However, its purpose is to determine 
whether the frequency of the M-bit block is 
approximately M / 2, as expected under the assumption of 
randomness. If the block size in this test is M = 1, the test 
degenerates to Frequency (Monobit) test. 

D. Runs Test 

The basis of this test is the total number of runs in the 
sequence, where a run is a continuous sequence of 
identical bits. A run of length k consists of exactly k 
identical bits and with opposite values before and after 
the run. The purpose of the runs test is to estimate 
whether the number of runs of zeroes and ones of various 
lengths is as expected for a random sequence. This test 
determines whether such oscillations between zero and 
ones are too fast or too slow. 

E. Maurer's universal statistical test 

The basic idea of Maurer's universal statistical test is 
that it is not possible to compress significantly (without 
the loss of information) the output sequence of a random 
bit generator. So, if a sample is significantly compressed, 
the generator should be rejected as being invalid. Instead 
of actually compressing the sequence, the universal 
statistical test calculates the amount which relates to the 
length of the compressed sequence. 

F. Approximate Entropy Test 

The focus of this test is the frequency of overlapping 
m-bit patterns. The objective of the test is to compare the 
frequency of overlapping blocks in two consecutive / 
adjacent lengths (m and m +1) against the expected result 
for a random sequence. 

G. Linear Complexity Test 

The purpose of this test is to register the length of the 
generated feedback, and to determine whether or not a 
sequence is complex enough to be considered random. 
Random sequences are characterized by a longer 
feedback register. A short feedback register implies non-
randomness. 

H. Serial Test 

This test is based on the frequency of overlapping in 
each m-bit pattern across the entire sequence. The 
purpose of this test is to determine whether the number of 
occurrence of 2m m-bit overlapping samples are 
approximately the same as it would be expected for a 
random sequence.  

Some of these tests are suitable for teaching students 
in technical studies, because they do not require complex 
mathematical background. Graphical tests are even more 
suitable. They will be described in the next chapter. 

IV.  GRAPHIC / VISUAL REPRESENTATIONS OF 

RANDOMNESS TESTS 

Scilab environment was used to get the graphical 
presentation of randomness tests. Why Scilab? Because it 
is free to download from the web and use without paying 
for it. So students can download it and use it at home to 
practice. They can develop their own random generators 
and the picture will tell them immediately whether the 
sequence is random enough or not.  

For graphic analysis histograms and 2D plots of matrix 
are used. With these two tests it can be determined 
whether the sequence is acceptable. The following 
examples will show how to make a histogram and 2D 
plot of a matrix in Scilab. 

A. Histogram 

This test is an extension of the Frequency Test. 
Instead of their individual bits, bytes or their decimal 
equivalents their data are counted and resulting statistical 
frequencies are plotted at Figure 1 and Figure 2. 

 TABLE 2 LFG AND HISTOGRAM PLOTTING  

h(1)=31; 

h(2)=121; 

for i = 3:n, 

h(i)=modulo((h(i-1)+h(i-2)+13),255);,  

end; //  To get LFG sequence 

histplot(256,h,normalization=%f) 
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Figure 1  LFG Scilab Histogram 

TABLE 3 . SCILAB RANDOM FUNCTION AND HISTOGRAM PLOTTING 

r = pmodulo(round(10000*rand(N,1)),256);  

// To get the random sequence 

histplot(256,r,normalization=%f);   

// To draw a histogram 

 

Figure 2 Random Scilab Histogram 

 

In Figure 1 Histogram of Lagged Fibonacci generator 
(LFG) is shown. It is obvious that the distribution is not 
uniform. This means that a different random sequence 
generator should be used to get a better random sequence. 

In Figure 2 another random sequence generator 
histogram is shown. From graph it is visible that the 
distribution of relative frequencies is close to uniform. 

B. 2D Histogram 

This test presents the frequency of ordered and 
overlapped bytes. It is expected that the distribution of 
pairs (2D) is uniform and that each byte relative to the 
previous one is of the uniform distribution as well. If not 
so, two conclusions are possible:  

a. Pairs are not of equal probabilities 

b. Transitions from one byte to another are not of 
equal probabilities. 

In both cases algorithm is not to be accepted as good 
as RNG. 2D, 256x256 histogram matrix is plotted in 
Scilab environment for the LFG (Table 2) and the random 
function (Table 3). 

Scarse point dispersion in  Figure 3 indicates that 
transitions are not of equal frequencies. 

In Figure 4., random function’s 2D matrix plots is 
presented. Intensity of white is proportional to the 
correlation of each byte with the following one. If any 
pattern can be identified in the graph: circle, rectangle, 
line, triangle, etc..., that means the sequence is not 
random enough. 

TABLE 4 2D MATRIX AND HISTOGRAM PLOTTING  

for i=1:N-D, 

z(1+r(i),1+r(i+D))=1+z(1+r(i),1+r(i+D));,  

end; // Calculating the field 

grayplot(1:256,1:256,z); //  

To draw a 2D plot of matrix 

 

 

Figure 3 Scilab 2D matrix plot (LFG) 

 

Figure 4 Scilab 2D matrix plot (random) 
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V. USE OF PSEUDORANDOM SEQUENCE 

Pseudorandom sequences made and checked by 
described methods must be used in situations where true 
randomness is not necessary and described sequences 
could be called „random enough“. Simulations and 
models of communication channels can use 
pseudorandom sequences even if they don't pass all 
regular tests, while complex algorithms like those used in 
cryptography heavily depend on true randomness. 

At the Polytechnic of Zagreb pseudorandom sequences 
are used in courses that have Matlab and Scilab based 
simulations and models of communication channels, 
protocols and encoding. For example this is used in 
laboratory exercises where all students get the same 
original message, and use a pseudorandom sequence with 
length of 32768 (15 bit) or 65536 (16 bit) numbers as a 
noise generator. Only Gaussian noise (white noise) is 
truly random, so even some repetition or unevenness in 
pseudorandom sequence can return real results. At the 
same time students can compare results and acknowledge 
difference in output depending on channel noise. Another 
use in modeling communication channel is for message 
itself when protocols are analyzed: by using a sequence 
length of 256(8 bit), a simulation of one byte (either 
binary or ASCII) can be made. Some repetition and 

unevenness is expected (and wanted) as most protocols 
use constant headers, and often some values of 
parameters are more used than others. Message can then 
be analyzed in comparison to constant noise in 
transmission channel, or it can be used to present coding 
and queueing theories.  

VI.  CONCLUSION 

As described, it is easier for students when a large 
matrix of data is presented visually than numerically. 
Students can immediately recognize from the graph if the 
sequence generated is random or not. Basic statistical tests 
of randomness, combined with some visual tests should 
give a substantial reliability of the randomness. Both 
graphical and analytical tests give almost equal results, 
graphical tests are simpler and closer to human perception. 
Therefore, the graphic and visual mode is more suitable 
for the teaching purpose. 

REFERENCES 
[1] Donald E. Knuth. Art of Computer Programming, Volume 2: 

Seminumerical Algorithms, Addison-Wesley 2001. 

[2] Stephen Wolfram. A New Kind of Science, Wolfram Media, Inc., 
2005 

[3] Guide To The Statistical Tests, NIST at 
http://csrc.nist.gov/groups/ST/toolkit/rng/stats_tests.html 
[08.02.2014]  

 

962 MIPRO 2014/CE




