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Abstract - Industrial control computers can be connected to 

the Internet, and equipped with a Web interface. This 

enables access to process data from any computer with a set 

of common web-related software applications. This paper 

deals with laboratory exercises performed as a part of 

courses regarding process control computers, which include 

tasks dealing with this topic. Integration of Java and HTML 

technologies is described, and an example of a simple 

process and its Web interface is given. PLC computers 

equipped with an advanced communication modules are 

connected to a personal computer (PC) via Ethernet. 

Alongside implementation of Java applets in Web 

environment, human machine interface design is regarded. 

I. INTRODUCTION 

Programmable logic controllers (PLCs) are the most 
popular type of process control computers, used in a 
variety of industrial automation systems, controlling 
plants producing almost everything, from food and 
beverages to steel and cement. PLCs are controlled by 
programmed code created on a PC and downloaded to 
memory of the controller. Depending on the state of the 
inputs and results of programmed functions, the controller 
will activate proper outputs. Even though a PLC can 
control a part of a process, or an entire process 
automatically, it is desirable to have complete diagnostics 
of the process available for supervision and intervention 
by the human operator. 

A system for operator control and surveillance enables 
management of an industrial process. Such a system is 
called SCADA, abbreviated from Supervisory Control 
And Data Acquisition. Main characteristics of a SCADA 
system are visualization of the process and control from a 
central location, intended to simplify surveillance and 
control of the process. SCADA system installed on a 
server computer can be controlled by any PC-type 
computer connected to the server via Ethernet, and a 
commercial SCADA system can be replaced by a Web-
application control system for some types of processes, as 
described in [1]. 

PLCs are modular devices and this modularity is often 
used to provide additional functions, e.g. modules increase 
the number of available inputs and outputs for the PLC 
CPU or provide inputs with greater sampling frequency 
for fast paced processes. A composition of PLC CPU, 
power supply unit and modules is called a station. Some 
modules allow connectivity to certain types of networks, 

and sometimes provide additional, advanced computer 
networking functions and services. 

The modules used in the exercises described in this 
paper have Profinet and gigabit Ethernet connections. 
Some industrial network specific services are supported, 
but its’ IT functions are of interest in creating a Web-
based system for process control [2]. 

II. WEB AND PLC INTEGRATION 

The most demanding part of work in integrating the 
Web and PLC was done by module manufacturer. IT 
functions of the module include HTML process control, 
FTP functions and E-mail sending. Ability to monitor 
devices and process data using HTML is the fundament of 
the integration. In order to achieve it File Transfer 
Protocol functions for file management are required. 

In fact, the module can be looked at as a web-server 
with pre-installed JavaBeans library, connected to the 
controller and able perform surveillance and control tasks 
over the process assigned to the PLC, as represented on 
Figure 1. 

Java is a class based object-oriented programming 
language designed to be platform independent, meaning it 
can be compiled on one software or hardware platform, 
and run on another without the need to be recompiled. The 
JavaBeans concept allows Java programming language 
objects, most often classes, to be created and linked 

 

Figure 1.  Information movement in the system configuration 
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simply to executable objects [3]. 

In HTML process control JavaBeans are used as 
applets in HTML pages used for web diagnostics and 
control of the PLC. An applet in general is a small 
application performing a pointed task as a part of another 
programming interface, usually much more complex. Java 
applets are used in Web pages of general use as auxiliary 
applications, but here they are intended to be used to read 
and write data to the CPU module of the PLC. 

JavaBeans Library pre-installed on the module contains 
applets specially designed for this type of usage called S7 
Beans Class Library. The object classes contained in this 
library can be used for object-oriented access to a variety 
of information on the PLC CPU and for graphic display of 
process variables on the web page. Applets are inserted 
into HTML pages by their names when an applet call is 
embedded in an HTML page. Besides the name, certain 
attributes and parameters should be specified when calling 
the applets. This increases the amount of HTML code 
required to insert into the web page, but allows easier 
setup of the applets. These parameters define the usage of 
an applet, graphic display function, or its’ type, etc. For 
example, some of the most useful applets are: 

• S7IdentApplet is used to identify a module in a 
station 

• S7StatusApplet queries the status information of a 
specified module 

• S7GetApplet cyclically reads data or data areas 

• S7PutApplet receives values entered by the user 
and transfers them to the PLC CPU [3]. 

These applets, integrated with additional S7 beans are 
used to create graphical interfaces on the Web pages. 
Beans used for graphical display vary from simple input 
fields and buttons, to more complex graphical solutions, 
such as the ones on Figure 2. Utility Beans performing 
simple functions such as reading date and time can also be 
used. 

Advanced applications of Java beans could create the need 
for modification of existing beans or even creation of new 
ones, which requires builder tools and a Java 
programming environment. The builder tools are a part of 
the Java Development Kit, and a development 
environment can be chosen from one of the most popular 
integrated development environment (IDE) solutions. An 
IDE is a software application consisting of comprehensive 
set of tools whose purpose is facilitation of software 
development. New beans can be used for Web control 
after being imported into the library. 

The S7 Beans class library provides an open interface 
allowing extended process data evaluation. This data can 

be transferred or used in table calculation, or in 
management information systems [3]. 

SCADA system is usually installed on a server 
computer, and any computer connected to the server via 
Ethernet can be used to control it. If a commercial 
SCADA system is replaced by a web application, there is 
still the need to have a central application and/or web 
application server in order to control the process from a 
visually acceptable interface [1]. However, HTML 
process control function and JavaBeans class library 
remove the need for the controller to be connected to a 
server computer – they are connected to the module, and 
the module is connected to an industrial computer 
network. 

In order to use the module, and its’ advanced functions 
and services, one needs to configure the hardware. During 
the hardware configuration process user accounts for 
control of the PLC station need to be created. Users can be 
granted rights to: 

• Use the symbol table 

• Read variables with absolute addresses from 
PLCs’ memory 

• Write variables with absolute addresses in PLCs’ 
memory 

• Access the files on the station with FTP 

• Send an email 

• Query the status of modules on the station 

• Query the order number of modules. 

Regarding user access level, there are three types of 
user accounts: accounts with no permissions, restricted 
permissions accounts, and administrator accounts. For 
instance, the automation engineer will have administrative 
account in order to get the system up and running, but the 
operator will have restricted access. Security is an 
important issue in all computer networks, but especially 
on the Internet, and it should be regarded as high priority 
if industrial processes are managed and controlled over 
the web. A tool for maintaining a decent security level in 
this system is definition of user accounts. Regarding 
security, the module has IP access protection providing 
security functions, e.g. restriction of communication with 
the station via the module for specified IP addresses. 

III. LABORATORY EXERCISES 

The goal of the exercises for the students is to explore 
remote surveillance and control possibilities given by 
Advanced IT modules for PLC automation. Additional 
goal is to give the students insight to Web control of PLCs 
basics, including introduction to HTML code and simple 
web pages design, FTP server manipulation and usage of 
Java applets for PLC control.  

At the beginning of the exercise students are given a 
short introduction to basics of technologies used in the 
exercise, including Java, FTP, HTML and Web from the 
server point of view. PLC station configuration and PLC 
programming are familiar from exercises performed 

 

Figure 2.  Graphic applets for display of memory variables 
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earlier in the course. In case the short introduction is not 
enough, students can look up for more information in the 
teaching materials written for the exercise they are 
equipped with at the beginning of the class.  

In the exercise manual students can find information 
needed to complete each step of the exercise. After an 
introduction to goals of the exercise and technology used 
to accomplish them there is a short review of the 
knowledge and skills gained so far. Detailed information 
and simple instructions can be found in the remaining 
chapters, following the tasks performed in order to 
complete the exercise. Educational goals of the exercise 
are accomplished by fulfilling the technical goal which is 
setting up a PLC station, programming it to control a 
simple process and deploying the Web control of the 
process. Students’ workplaces are equipped with PCs 
connected to Ethernet and the Internet, a PLC state 
simulator module and racks with PLC stations and 
electrical equipment often used in automation industry, 
e.g. switches, buttons, relays, etc. Software installed on 
the PC is manufacturer’s software for PLC configuration 
and programming, a Java runtime environment, a Web 
browser, and an advanced text editor for HTML code 
editing. Although HTML pages can be edited in a basic 
text-editing program it is much easier to work in an editor 
that has syntax highlighting capabilities, and it is 
important in the exercise because it helps students 
recognize parts of the code. Block diagram of the 
student’s workplace can be seen on figure 3. 

First step of the exercise is hardware configuration of 
the PLC station, performed always at the beginning of a 
new task for the station. During the configuration, the 
students should define IP address and the user accounts 
and passwords. If they are looking to know more, they can 
explore possibilities given by the software, under 
guidance of the teaching assistant, in order to modify 
settings related to Addresses, Diagnostics, IP access 
protection, etc. Second task is the design of the program 

for process control. This is done using ladder diagram 
logic. 

Third task is symbols configuration – symbols 
simplify Web pages design by enabling Java applets to 
read or write data from a location called by a symbol, not 
an absolute address. Symbols configuration is basically 
adding text to a certain memory address of the PLC. 

Fourth task is web page design and FTP server upload. 
During this task students are guided from making a simple 
web page with text only, to creating a web page including 
Java applets controlling the PLC. First version of a web 
page contains only title and a short text, in order to 
familiarize the students with writing HTML pages. After 
saving the page, it is uploaded to the module using a FTP 
client, and then opened by connecting to the module using 
a web browser. Second version of a web page has 
different background color and an image inserted, and the 
third version contains a simple applet. Applets code is 
copied from HTML files available at the students’ 
computers’ desktops. The code is copied in order to spare 
time, but also to avoid mistyping errors. 

As a result of the exercises, student create a web page 
containing a text, an image and several applets. First 
applet shows catalog numbers of modules, second one 
shows status of the CPU module. Third and fourth applet 
allow modification of memory locations and the last one 
shows thermometer displaying the state of a certain 
memory address. The page is shown in Figure 4. After 
creating a page, students upload the final version to the 
module, and control the virtual process from the web 
browser on their PC. 

 

Figure 3.  Workplace in the laboratory 

 
 

Figure 4.  Web page created at the end of the exercise 
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IV. CONLUSIONS 

Students’ responses vary depending of their 
knowledge, IT skills and interests. While few of them find 
the exercise interesting, most of them find it too difficult. 
Lack of computer related skills is the greatest difficulty 
for most of the students. However, an electrical engineer 
should have the knowledge and skills to implement 
computer software components, especially if one is to 
work in the field of industrial automation, which has the 
need for versatile experts. 

An advantage of this exercise is the ability to perform 
it from a remote location, for example at home. Student 
only needs appropriate software installed on the PC, and 
the IP address of the module to connect to in order to 
complete the exercise. 
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