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Summary - Simultaneously with the development of modern 

industrial plants there are also increasing demands for more 

powerful industrial automation systems in terms of safer and 

more reliable process. Failure or malfunction of specific 

component of the system can result in fatalities or negative 

effects on the equipment and/or the environment. Apart from 

this, a downtime of a plant can cause big financial losses. 

However, the implementation of fail-safe (FS) technology and 

fail-safe programmable logic controllers (PLC) prevents 

above-mentioned harmful consequences. This paper focuses on 

the implementation of fail-safe technology in a gas pressure 

reducing station. It generally describes how fail-safe system of 

boiler room directly effects on the reliability of natural gas 

distribution. 

I. INTRODUCTION 

Recently, there has been a growing interest in fail-safe 

technology based on fail-safe PLC systems. With the 

development of fail-safe programming logic controllers, 

industrial automation has made a significant step forward 

with application of high-level safety and reliability. Fail-

safe technology is present in industries such as oil and gas, 

manufacturing, chemical, automotive, food and beverage, 

health-care, and nuclear power industry, as well as in many 

other industries. In addition, it provides safety and reliability 

of highly sophisticated systems and machines like railway 

crossings systems, robotic surgery systems, demining 

machines, management and control of airport traffic and so 

on [1][2][3][4][5]. It is also important to note that in the 

given examples the smallest irregularity or malfunction can 

have harmful consequences. There are many advantages of 

integrated FS PLC safety: only one programming tool is 

necessary for the development of standard and safety 

automation; implementation of a fail-safe system is easier 

and faster due to the unique engineering techniques; only 

one cable is used for standard and safety communication; 

changes to the standard program do not have any 

consequences for the safety program; fault diagnostic is 

much faster. All of the above ensures that this is a high 

quality solution in industrial safety, and it is more 

economical than standard fail-safe solutions [6][7]. 

In the recent years, many commercial projects and 

research studies have focused on the implementation of fail-

safe technology in order to ensure more reliable and safer 

industrial systems. Although considerable projects have 

been aimed at high representation of fail-safe technology, 

less attention has been paid to implementation of fail-safe 

technology in secondary gas distribution systems. A typical 

example of a secondary system in which a high level of 

safety can be neglected is a gas boiler room, which is an 

integral part of the gas pressure-reduction station (Fig. 1). 

Considering that there is no permanent staff present at the 

gas pressure-reduction station, in the event of failure or 

malfunction, the FS integrated PLC system must 

automatically, safely and reliably ensure a safe state of the 

boiler plant. The purpose is to prevent major damage to 

special equipment or fatalities and to ensure that natural gas 

distribution and delivery is highly reliable. 

The aim of this paper is to illustrate the application of FS 

PLC and other advanced technical solutions on the example 

of the gas pressure-reduction station system. The goal is to 

ensure a high level of safety of personnel, machinery and 

work equipment. The paper generally explains the role of 

the pressure-reduction station and the method of pre-heating 

natural gas at gas pressure reduction stations. 

 
Figure 1. Pressure-reduction station, gas reduction lines. 

II. INTEGRATED SAFETY FEATURES OF MODERN PLCS 

For a better understanding of this paper, it is important to 

realize the difference between the two key terms: “Available 

System” and “Safe System”. Availability prevents process 

downtime. Ideal availability of 100% cannot be reached in 

practice. However, the purpose of high-availability (H) 

systems is to minimize the probability of unwanted breaks 

within the system. It means that the economic effectiveness 

directly depends on the availability of the system [8]. The 

https://www.google.hr/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&uact=8&ved=0ahUKEwjC8_f_4_7RAhVGEiwKHVtwCLsQFgggMAE&url=https%3A%2F%2Foshwiki.eu%2Fwiki%2FSafety_of_machinery_and_work_equipment&usg=AFQjCNGgpbXiVah4fbPNikFEiO65L_T17A&bvm=bv.146094739,d.bGg
https://www.google.hr/url?sa=t&rct=j&q=&esrc=s&source=web&cd=2&cad=rja&uact=8&ved=0ahUKEwjC8_f_4_7RAhVGEiwKHVtwCLsQFgggMAE&url=https%3A%2F%2Foshwiki.eu%2Fwiki%2FSafety_of_machinery_and_work_equipment&usg=AFQjCNGgpbXiVah4fbPNikFEiO65L_T17A&bvm=bv.146094739,d.bGg


ideal safety of 100% also cannot be reached, but fail-safe, as 

a high-level safety feature, prevents accidents and damage 

caused by faults in machines or industrial systems with 

above the average effectiveness. In the event of failure it 

reacts in the way that can cause minimum harm to people, 

equipment or the environment [9]. 

Before the modern PLC devices with integrated 
characteristics of safety and availability came into existence, 
it was only possible to combine two or more standard PLCs 
to achieve high availability and/or fail-safety of industrial 
automation systems. Implementation of two or more 
standard PLC devices enables mutual supervision. At the 
moment of failure of one of these, in case of a system that 
requires high availability a backup PLC allows the execution 
of the system to function without any interruption. For 
systems that require fail-safety, a backup PLC brings the 
system into a safe state. The required aspects of availability 
and safety are achieved with certain features of standard 
PLCs, but the lower cost of implementation and 
maintenance, as well as a less complex system design that 
reduces the possibility of error are demands placed upon the 
new generation devices and systems. Because of the 
abovementioned, today we have modern PLCs with 
integrated features of safety and availability. We call it fail-
safe PLCs and high availability PLCs. They ensure safety 
and availability just like complex redundant standard 
systems, but in comparison to them, they have many more 
advantages. 

This paper focuses on PLC devices that provide a high 
overall level of safety. As mentioned before, standard PLC 
controllers used in safety applications are typically 
configured in pairs. The backup controller is used to support 
the safe controller and automatically shuts down the system 
if the primary controller fails (Fig. 2). The goal is to prevent 
major damage or fatalities. Safety systems and their 
applications that are designed by standard PLCs use 
additional inputs to supervise safety system output signals. 
Design of safety systems by use of standard PLCs requires 
additional engineering time, hardware, wiring, etc. [10]. 

To sum up, a fail-safe system based on FS PLC has to be 
designed in a way that it, in the event of failure of any FS 
function with a high level of reliability, detects the fault and 
responds with a predetermined action. Predetermined action 
for a result must have safe state of system or machine. Once 
a failure or a fault has been detected, FS PLC executes a 
preplanned FS action. For example, it shuts down the plant 
and starts the alarm. Next, the operator has to acknowledge 
that FS detected a fault, repair this fault and then, the plant 
can finally be put into operation again. 

 

Figure 2. Safety and standard automation as divided systems [9]. 

Integrated programmable logic controllers safety has 
many technical specificities. All of the hardware is in one 
housing, and only one CPU is required to handle standard 

and safety automation. It is possible for the safety and 
standard automation application to exist in the system 
simultaneously. Standard and safety communication can be 
established through only one bus cable. Only one distributed 
input/output configuration is necessary. There is a unique 
procedure for standard and safety engineering which reduces 
implementation time. Safety logic is software-based and 
other specificities [11].  

When designing and installing high-safety integrated 
PLC systems, additional attention should be paid to the 
selection of sensors and actuators. They have to meet the 
strict requirements of safety standards. The safety category 
level depends on the sensor and actuator quality, the 
probability of failures and the mean time between failures of 
used equipment should also be considered. The way of 
connecting the sensors and actuators to I/O modules also 
affects the level of safety. An actuator has to be able to 
tolerate fail-safe testing impulses etc. [7]. 

In general, fail-safe PLCs represent a unique system of 

integrated safety and standard automation features (Fig. 3). 

PLCs with safety-integrated features have many advantages 

as follows: safety functions can be programmed instead of 

wiring; only one software development tool is necessary for 

programming; shorter downtime thanks to a less complex 

design of the system; and due to a less complex design, the 

engineers have to devote less time and they need to provide 

less support to the operation of the system [9][11]. 

Moreover, all of the mentioned advantages drastically 

reduce the engineering time in designing, programming, 

implementation and operation of high-level safety systems. 

More specifically, PLCs with safety-integrated features are 

much more economical than other safety solutions.  

Generally speaking, most of the modern manufacturers 

of fail-safe controllers certify their products in accordance 

with IEC 61508 Functional Safety and are suitable for use in 

safety-related applications according to IEC 62061 and ISO 

13849 [12][13]. 

 

Figure 3. FS PLC with integrated safety [9]. 

III. NATURAL GAS METERING AND -REDUCTION STATION  

A pressure-reduction station is one of the crucial parts of 

the natural gas pipeline transmission system. It connects the 

high-pressure gas transmission system to the lower-pressure 

gas distribution. The primary technological task of a 

pressure reduction station is to reduce pressure in 

accordance with the needs of distributors and users. Apart 

from this, a pressure-reduction station also carries out 

additional tasks: it filters natural gas in order to provide gas 

without impurities, it preheats gas, regulating the flow rate 

in accordance with its flow capacity and it perform various 

measurements, the role of which is to optimize and 



supervise the pressure-reduction station (PRS) system. The 

boiler system ensures that natural gas is preheated, thereby 

ensuring the validity of the pressure regulation line’s special 

equipment, as well as the reliability of natural gas delivery. 

For the Plinacro d.o.o. company, a natural gas 

transmission system operator in Croatia, a gas pressure 

reducing station is one of the integral parts of its 

transmission system. Currently, there are around 150 more 

or less complex pressure-reduction stations in Croatia 

[14][15]. 

In high-pressure pipelines, natural gas comes to the 

pressure-reduction station at the pressure-reduction line 

(Fig. 4). Having passed through the inlet valve, it goes 

through filtering and preheating processes. After these two 

steps, it goes into the pressure regulator, where pressure 

reduction is performed. The pressure reduction process has 

an unwanted side effect rapid cooling of the gas. If safe and 

reliable preheating of the reduction-line is not ensured, there 

is a high possibility of the gas freezing and damaging the 

equipment and the fittings. As a result, a disruption of gas 

delivery to distributors and their end users is very likely.  

Natural gas pressure-reduction stations supply 

households, industrial plants and other important facilities. 

In certain cases, interruptions to the supply of industrial 

plants may cause production downtime and, as is to be 

expected, significant, sometimes multimillion financial 

losses. 

Table 1. Characteristics of PRS stations in the Republic of Croatia. 

Feature Value 

Flow capacity 1,000 m³/h to 100,000 m³/h 

Inlet pressure to 70 bars 

Outlet pressure 3 bars to 25 bars 

Inlet temperature 4 °C to 14 °C 

Output temperature 10 °C to 15 °C 

 
Figure 4. Pressure reducing lines at PRS Sisak, Croatia, 2013. 

For the purpose of technical functionality of the system, 

prior to the pressure-reduction process, natural gas has to go 

through the process of preheating. This process is usually 

carried out with the help of hot water filter-exchangers, 

which have two roles: the role of filtering and the primary 

role of preheating. The boiler room, which is an integral part 

of PRS (Fig. 5), provides the necessary heating energy for 

the exchangers. Modern condensing boilers can achieve 

high efficiency, which is typically greater than 90%. 

Circulator pumps are responsible for heat transmission and 

circulation of the antifreeze fluid from the boilers at the 

boiler room to the heat exchangers in the reduction room 

(Fig. 6). There are also systems in which preheating is 

performed by heating cables. In such cases, the heating 

cables and their installation have to meet strict requirements 

of protection against explosions. The main role of the boiler 

room of the PRS is to maintain the output gas temperature 

above 0 °C. Considering that the temperature directly 

affects the gas volume and quality, usually the temperature 

setpoint is between 10 °C and 15 °C. Electromotor control 

valves regulate the amount of heated fluid, which maintains 

the desired output gas temperature (Fig. 6). For the purpose 

of automated control of electromotor valves, it is necessary 

to form a software-related PID (Proportional-Integral-

Derivative, PID) controller block. Accordingly, when the 

gas output temperature rises (temperature after reduction), a 

power-operated valve actuator slowly closes hot fluid flow, 

and when it drops, it slowly opens and increases hot fluid 

flow. Depending on the temperature deviation control in 

comparison to the setpoint value, the pulses for opening or 

closing the valve can be longer or shorter. 

 
Figure 5. Boiler room as an integral part of a PRS facility. 

A. The high overall level of safety in the boiler room of a 

gas pressure-reduction station 

At the very beginning of industry development, safety 

aspects of industrial facilities were ignored, but industrial 

facilities gradually become not only more sophisticated, but 

also more dangerous for their personnel and the 

environment surrounding them. Therefore, the number of 

injuries and fatalities at the workplace gradually grew in 

industrial facilities. A result, more attention is given to the 

safety of the workplace and personnel now than ever before. 

As stated above, safety of personnel, machinery and the 

environment in modern industrial plants is a very important 

requirement, which all modern facilities have to satisfy.  

 



Alongside the individual engineering solutions, which 

ensure high-level safety of complex industrial systems, 

significant progress has been made regarding the safety 

aspects of industrial automation. Now we have industrial 

PLC controllers with integrated high-level safety features. 

Such a PLC device is the heart of the automation system of 

a gas pressure-reduction station’s boiler room. A very 

important task when designing high- safety systems is to 

properly define the safety integrity level (SIL) which the 

system must to satisfy. Designing safety aspects of 

automated regulation and control of gas pressure-reduction 

station's boiler room has to be performed in accordance with 

the valid industrial safety standards like IEC 62061, IEC 

61508 and ISO 13849. 

Through detailed analysis, it has been established that 

the safety aspects of the boiler room have to meet the safety 

category SIL 2. For this reason, safety in PRS boiler rooms 

is ensured in accordance with the specified requirements 

[16]. To assist in designing fail-safe systems, IEC standards 

recommend the requirements shown in Fig. 7, as well as 

Table 3 [6][17]. All elements of the designed and 

implemented safety systems, as well as the entire system 

with all of its integral parts and features must satisfy the 

requirements shown in Table 2 [17]. 

Table 2. Different SIL levels [17]. 

Safety 

Integrity 

Level 

Safety 

Probability of 

Failure on 

Demand 

Risk Reduction 

Factor 

SIL 4 > 99.99% 
0.001% to 

0.01% 

100,000 to 

10,000 

SIL 3 
99.9% do 

99.99% 
0.01% to 0.1% 10,000 to 1,000 

SIL 2 
99% do 

99.9% 
0.1% to 1% 1,000 to 100 

SIL 1 90% to 99% 1% to 10% 100 to 10 
 

Typically in Croatia, the PRS boiler room in an electrical 

control panel has a built-in FS PLC controller with a central 

processor unit (CPU) and modules with integrated SIL 

safety features. Most commonly, Configuration of FS PLC 

at a PRS is based on the CPU type 315F-2DP with the 

appropriate modules of both standard and safety automation. 

It should be noted that the PLC architecture and 

programming interface of modern FS PLC devices 

integrated in boiler rooms of pressure-reduction stations 

meet the requirements of valid safety standard. 

Table 3. Determination of the safety integrity level [7]. 

Extent of damage 

Ca 
Light injury of a person, 

small environmental damage 

Cb 
Severe injury or death of a 

person 

Cc Death of several persons 

Cd Death of very many persons 

Duration of stay of a person in the damaged 

area 

Aa Seldom to frequent 

Ab Frequent to permanent 

Aversion of danger 

Ga Possible under certain conditions 

Gb Hardly possible 

Probability of occurrence 

W1 Very low 

W2 Low 

W3 Relatively high 

 
Figure 7. Determination of the safety integrity level [7]. 

  

 
Figure 6. A process scheme of preheating natural gas in a gas pressure-reduction station. 



As mentioned, the analog FS input modules of the PRS’s 

boiler room are connected and implemented in compliance 

with SIL 2 category. At its input terminals, they accept 

analog process data regarding the boiler temperature (PT100 

temperature-probes); exhaust smoke temperature (PT100 

temperature-probes) and fluid pressure (4–20 mA, pressure-

transmitter). These analog values, which are well-known for 

their role of supervision, ensure the function of the boiler 

room’s safety signals. They are implemented in the FS PLC 

software application and included into process shutdown 

(PSD) safety function. When PSD conditions are met, fail-

safe PLC currently and automatically bring the boiler 

system into a safe state! To summarize, the following data is 

used as critical analog input values which fail-safe PLC use 

for activation of PSD actions: very high boiler temperature; 

very high boiler exhaust smoke temperature; and very high 

or very low value of pressure inside the pipes of the boiler 

room preheating system. In addition, a PSD alarm can be 

activated manually if the operator detects a threat in the 

system or in the event of failure of any integral part of the 

FS function. The alarm limits of the mentioned critical 

values are determined by many factors. For the most part, 

they depend on the technical characteristics of installed 

machinery and system design, but the location and 

construction of the facility can also affect the limits. 

The FS modules of the FS PLC controller receive the 

aforementioned signals and include them into the PSD 

software application. FS PLC must also join execution 

elements in order to fully fulfil its role of integrated safety 

of the boiler room's machinery. Operating personnel is not 

present at most of the metering/pressure-reduction stations 

and other objects within gas transmission system in normal 

operation mode. Therefore, attention should be paid to the 

quality of installed equipment and machinery, and 

especially to the quality of installation of the safety 

equipment. FS digital output module executes important 

output actions. In the case of PSD state, use of digital FS 

output modules and certified safety relays, a high level of 

overall safety can be reached. When a PSD state has been 

detected, the PSD functionality immediately turns the gas 

burner off. The PSD system, which has a very high level of 

safety integrity, detects a fault or a failure in the boiler room 

and returns it to a safe state in the above mentioned way. In 

most cases, it prevents the destruction of an expensive, 

highly sophisticated installation, equipment and machinery. 

It is important to note that emergency shut down hand-

activators, faults of process boilers (heaters), boiler’s 

maintenance mode, etc. also activate FS output signals. 

Their main role is reliable supervision; they have nothing to 

do with the PSD functioning. With regard to a higher level 

of safety, implementation of those signals in such a way so 

as to achieve a higher level of reliability should be taken 

into consideration. Activation of any ESD element activates 

an FS alarm that triggers the local executive signal 

elements: a signal horn and a signal light placed outside, at 

the entrance to the boiler room. At the same time, a general 

alarm signal is transmitted through a modern telemetry 

system to the monitor center of the main gas transmission 

system. All elements of the FS chain are constantly tested 

regarding their functionality. To conclude, in case a fault or 

a failure of any FS PSD component is detected, the PSD 

function returns the boiler system into a safe state. The FS 

PLC device represents the heart of the automated regulation 

and supervision of the heating system of the gas pressure-

reduction station, showing the advantages of integrated 

standard and safety automation as a unified system. 

As one can realize, setting the boiler room system in a 

safe state has a direct negative effect on the reliability of 

natural gas delivery. When the preheating process is 

terminated there is a possibility of a breakdown and/or 

malfunction of reduction line system. The current 

performance of the system and the supervision and 

maintenance procedures of the PRS facility pose a very low 

level of risk. But why the PSD safe state does not negatively 

affect delivery of natural gas? This is why the level of risk is 

low: immediately, when PSD alarm state detected; a modern 

telemetry system sends alarm information about downtime 

of the boiler system to the main control center. The control 

center continuously monitors all alarms and relevant process 

data of the pressure-reduction station 24/7. In order to meet 

the PRS system’s demands, experienced employees with 

extensive knowledge and wide experience are available 

24/7, both in the monitoring room and out in the field. 

Considering the system’s inertia, changes in the output gas 

temperature are mostly gradual (in most cases it takes hours 

for the reduction machinery to freeze). Furthermore, 

experienced personnel have enough time to arrive at the 

facility, eliminate the minor fault and put the boiler system 

back into the operating mode again. Therefore, the 

implementation of a fail-safe programmable logic controller 

at the pressure-reduction station's boiler room provides a 

high level of overall safety. It prevents major damage to the 

pressure-reduction system and ensures the reliability of 

natural gas delivery [18]. 

B. Technical concepts of explosion protection inside the 

gas pressure-reduction station 

The basic concept of preventing the occurrence of 

technological explosions is based on prevention of 

simultaneous occurrence of an explosive atmosphere and a 

source of ignition. Explosive atmospheres can be created by 

flammable gases, mists or vapors or by combustible dusts. 

Explosions can lead to fatalities or serious injuries as well as 

major damage to the machinery or the whole industrial 

plant. A source of ignition can, for example, be: an electric 

spark caused by a short circuit, mechanical spark, hot 

surfaces, flame, static electricity, electromagnetic radiation, 

lightning strike, leakage currents, etc. [19][20]. The 

temperature and pressure affect the lower and upper limit of 

explosion. High temperatures affect the reduction of lower 

explosion level (LEL) and increase of upper explosive level 

(UEL). High pressure results in both values increasing. 

Potential releases of natural gas outside the pipeline in the 

reduction room can result in a flammable atmosphere. 

Under normal atmospheric conditions, LEL is 5% while 

UEL is 13% [21]. 

Considering the area endangered by explosion, and the 

probability of occurrence of an explosive atmosphere, areas 

of the pressure-reduction facility are classified as Zone 1 

IIA T1 (gas dischargers outside, on the roof of PRS) and 

Zone 2 IIA T1 (inside the reduction room). A detailed 

hazardous area classification is shown in hazardous area 

studies (Fig. 8). Installation, maintenance and repair of 



explosion-proof equipment (Ex equipment) must be carried 

out in accordance with IEC 60079-14, IEC 60079-17 and 

IEC 60079-19 standards. 

Temperature sensors (usually PT100 probes) are 

immersed in the low-pressure gas collectors after the heat 

exchanger and after pressure regulator. They are installed as 

intrinsically safe (Exi), and their associated Exi interfaces 

are installed outside the classified zone, at the main 

electrical control cabinet of the boiler room. Their function 

is very important, because it is used for precise regulation of 

the natural gas output temperature. Temperature values 

indirectly determine the required amount of heat necessary 

for the preheating process. It is important to note that the 

intrinsically safe circuits must be installed in accordance 

with the strict rules of explosion protection. 

Table 4. Protection against explosion—explanation of used terms [20]. 

Zone 0 
Explosive atmosphere present continuously or for 

long periods or frequently. 

Zone 1 
Explosive atmosphere is likely present in normal 
operation. 

Zone 2 

Explosive atmosphere is unlikely in normal 
operation and, if it occurs, will be present for only a 

short period. 

IIA 
A group of gases that can occur within the classified 

Ex zones (IIA-hydrocarbon, methane, etc.). 

T1 

Represents equipment temperature limit which has 
to be < T, and the ignition temperature which has to 

be > T (for T1 category = 450 ° C). 

Intrinsic 

safety 

Type of explosion protection, based on limiting the 
power of circuits below the minimum ignition 

energy of the observed explosive atmosphere. 

To summarize, modern technical solutions of explosion 

protection are contributing to the safety of the entire PRS 

facility. They significantly reduce the possibility of damage, 

fatalities, environmental pollution and downtime of natural 

gas distribution. It is very important to keep in mind that an 

explosion can cause complete destruction of the pressure-

reduction facility. Modern PLC devices in contain modules 

that are manufactured to meet the special requirements of 

explosion protection (Ex) and the safety integrity level (SIL) 

conditions in their configuration. Ensuring an additional 

level of safety and reducing the cost of the system design 

and integration entails an unique combination of high 

standards of explosion protection and the high standards of 

the safety integrity level. 

 

Figure 8. PRS facility - hazardous area classification. 

 

 

 

 

 

IV. CONCLUSION 

Implementation of fail-safe technology on a pressure-

reduction station’s boiler room drastically reduces the 

possibility of damage to the machinery and ensures 

reliability of natural gas distribution. Integrated FS 

programmable logic controllers significantly simplify the 

design, implementation and maintenance of the system. 

Accordingly, modern pressure-reduction stations are more 

advanced and more economical then they used to be. 

Likewise, there is still room for improvement in the area of 

inspection and joint implementation of the safety integrity 

level and technologies aimed at explosion protection in 

order to obtain a contemporary system. 
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